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aiCache End User License Agreement.

THI'S 'S A LEGAL AGREEMENT (AAGREEMEMTHE) (BETWENSOR®)U. ARDEASE READ THI S
CAREFULLY. BY INSTALLING AND/OR USING THIS SOFTWARE, AS A RESULT OF PURCHASE AND/OR TRIAL DOWNLOAD, YOU AGREE,
ON BEHALF OF YOURSELF AND YOUR COMPANY (COLLECTI VELY fiLI CENSEEO), TO BE
OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, YOU ARE NOT PERMITTED TO USE THE SOFTWARE.

1. License Grant. Licensor grants to Licensee a worldwide, nonexclusive, nontransferable, royalty free license to use the aiCache software (the
ASoftwareodo). Licensee i s ypfehe Softwate éodbadkup pumpaskese Exeept asiexpesdsly authariped above or as permitted by
applicable law, Licensee will not: copy, in whole or in part, Software or any related documentation; modify the Software; reverse compile, reverse
engineer, disassemble or reverse assemble all or any portion of the Software; rent, lease, license, sublicense, distribute, transfer or sell the Software; or
create derivative works of the Software. Licensee obtains no rights in the Software except those given in this limited license.

2. Ownership. The Software, any related documentation and all intellectual property rights therein are owned by Licensor, its affiliates and/or its
suppliers. The Software is licensed, not sold. Copyright laws and international copyright treaties, as well as other intellectual property laws and treaties,
protect the Software. Licensee will not remove, alter or destroy any copyright, proprietary or confidential notices placed on the Software or any related
documentation. Licensee agrees that aspects of the Software, including the specific design and structure of individual programs, constitute trade secrets
and/or copyrighted or patented material of Licensor, its affiliates and/or its suppliers. Licensee agrees not to disclose, provide, or otherwise make
available such trade secrets or material in any form to any third party without the prior written consent of Licensor. Licensee agrees to implement
reasonable security measures to protect such trade secrets and material.

3. NO WARRANTIES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW AND SUBJECT TO ANY STATUTORY
WARRANTIES THAT CANNOT BE EXCLUDED, THE SOFTWARE AND ANY RELATED DOCUMENTATION ARE PROVIDED TO LICENSEE "AS
IS." LICENSOR MAKES NO WARRANTIES, EXPRESS OR IMPLIED, AND EXPRESSLY DISCLAIMS AND EXCLUDES TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW ALL REPRESENTATIONS, ORAL OR WRITTEN, TERMS, CONDITIONS, AND WARRANTIES,
INCLUDING, WITHOUT LIMITATION, IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
SATISFACTORY QUALITY AND NONINFRINGEMENT. WITHOUT LIMITING THE ABOVE, LICENSEE ACCEPTS THAT THE SOFTWARE MAY
NOT MEET LI CENSEE®6S REQUI REMENTS, OPERATE ERROR FREE, OR I DENTI FY ANY OR
ACCURATELY. LICENSEE USES THE SOFTWARE AT HIS/HER OWN RISK. This Agreement does not affect any statutory rights Licensee may
have as a consumer.

4. EXCLUSION OF CONSEQUENTIAL AND OTHER DAMAGES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO
EVENT WILL LICENSOR, ITS AFFILIATESOR | TS SUPPLI ERS BE LI ABLE TO LI CENSEE, LI CENSEEG6S ClI
damages of any kind including, WITHOUT LIMITATION, DIRECT, CONSEQUENTIAL, SPECIAL, INCIDENTAL, OR INDIRECT DAMAGES OF ANY
KIND ARISING OUT OF THE LICENSE OF, USE OF, OR INABILITY TO USE THE SOFTWARE (INCLUDING, WITHOUT LIMITATION, DATA LOSS
OR CORRUPTION, ECONOMIC LOSS, LOSS OF ACTUAL OR ANTICIPATED PROFITS, LOSS OF CONFIDENTIAL INFORMATION, BUSINESS
INTERUPTION, LOSS OF PRIVACY, FAILURE TO MEET ANY DUTY OF REASONABLE CARE OR NEGLIGENCE) EVEN IN THE EVENT OF THE
FAULT, TORT, STRICT LIABILITY, BREACH OF CONTRACT, BREACH OF STATUTORY DUTY OR BREACH OF WARRANTY OF LICENSOR, ITS
AFFILIATES OR SUPPLIERS AND EVEN IF LICENSOR, ITS AFFILIATES OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES OR SUCH DAMAGES WERE FORESEEABLE. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTIAL OR CONSEQUENTIAL DAMAGES SO THE ABOVE EXCLUSION OR LIMITATION MAY NOT APPLY.

5. LIMITATION OF LIABILITY. TO THE MAXIMUM EXTENT PERMI TTED BY APPLI CABLE LAW, I'N NO EVE
LIABILITY EXCEED THE LICENSE FEE PAID BY LICENSEE OR US$5.00, WHICHEVER IS GREATER. THIS LIMITATION OF LIABILITY AND
RISK IS REFLECTED IN THE PRICE OF THE SOFTWARE. NOTWITHSTANDING THE FOREGOING, NOTHING IN THIS AGREEMENT SHALL
EXCLUDE OR LIMIT LI CENSORO6S LI ABILITY TO LI CENSEE FOR ANY LI ABILITY THAT
EXCLUDED OR LIMITED.

6. INDEMNIFICATION. BY ACCEPTING THIS AGREEMENT, LICENSEE AGREES TO INDEMNIFY AND OTHERWISE HOLD HARMLESS
LICENSOR, ITS OFFICERS, EMPLOYEES, AGENTS, SUBSIDIARIES, AFFILIATES, SUPPLIERS AND OTHER PARTNERS FROM ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES ARISING OUT OF, OR RELATING TO, OR RESULTING
FROM LI CENSEE6S USE OF THE SOFTWARE OR ANY OTHER MATTER RELATI NG TO THE S

7. Termination. Licensor may immediately terminate this Agreement and the license granted hereunder if Licensee fails to comply with
the terms and conditions of this Agreement. Upon such termination, Licensee must immediately cease using the Software, destroy or delete
all copies of the Software and upon the request of Licensor, certify the destruction or deletion of the Software. Licensee may terminate this
Agreement and the license granted hereunder at any time by destroying or deleting all copies of the Software. ALL DISCLAIMERS,
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LIMITATIONS OF LIABILITY AND ANY OTHER PROVISIONS INTENDED TO SURVIVE TERMINATION WILL SURVIVE ANY TERMINATION AND
CONTINUE IN FULL FORCE AND EFFECT.

8. International Trade Compliance. The Software and any related technical data is subject to the customs and export control laws and
regulations of the United States ("U.S.") and may also be subject to the customs and export laws and regulations of the country in which it is
installed.

9. Governing Law. The laws of the State of Nevada, United States, without regard to conflicts of laws principles, govern this Agreement.
If applicable law does not permit the parties to agree to the governing law, the laws of the country in which Licensee installs or acquires the
Software govern this Agreement. To the extent permitted by applicable law, any dispute arising under this Agreement or relating to the
Software shall be resolved by a court of proper jurisdiction in Nevada, United States. Licensee and Licensor irrevocably submit to the
jurisdiction of such courts and waive any and all objections to jurisdiction a party may have under applicable law. Notwithstanding the
foregoing, if the Softwareisinstal | ed or acquired in the Peopleds Republic of China, any
the Software shall be resolved by binding arbitration, held in Las Vegas, Nevada, United States, under the Judicial Arbitration and Mediation
Services (JAMS) International Arbitration Rules.

10. Legal Effect. This Agreement describes certain legal rights. Licensee may have other rights under applicable law. This Agreement
does not change Licenseeds rights un deenmitthepgréementtbdoeso.l aw i f such | aws do n

11. Miscellaneous. Thi s Agreement constitutes the entire agreement between Lice
the Software, superseding any prior agreement between Licensor and Licensee relating to the subject matter hereof. Any change or
modification to this Agreement will only be valid if it is in writing and signed on behalf of Licensor and Licensee. A failure by either party to
enforce its rights under this Agreement is not a waiver of those rights or any other rights it has under this Agreement. The parties disclaim
the application of the United Nations Convention on the International Sale of Goods. The terms of this Agreement are severable. If any term is
unenforceable for any reason, that term will be enforced to the fullest extent possible, and the Agreement will remain in effect. The Software
and any related technical data are provided with restricted rights. Use, duplication, or disclosure by the U.S. Government is subject to the
restrictions as set forth in subparagraph (c)(1)(iii) of DFARS 252.227-7013 (The Rights in Technical Data and Computer Product) or
subparagraphs (c)(1) and (2) of 48 CFR 52.227-19 (Commercial Computer Product i Restricted Rights), as applicable. To the extent permitted
by applicable law, Licensee may not assign this Agreement, and any attempted assignment will be null and void. aiCache, the aiCache logo,
and other aiCache names and logos are the trademarks of aiCache Technology LLC or its affiliates.

12. Contact Information. Any inquiries regarding this Agreement or the Software may be addressed to Licensor contact found on the
website, www.aicache.com.
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Introduction to aiCache.

aiCache is a unique software product thati@e a better user experience by increasing the speed anc
availability of your siteaiCache accomplishes this by offloading request processing from the web, applicatio
and database tiers, reducing code complexity and the cost for servers, space, gpaoeliram

Before we can discuss the numerous benefits and advantages aiCache has to offer, let us spend
quick minutegeviewingtypical web sitesetup and associated challenges

Typical web site setup overview.

A typical infrastructure setumf an Irternetweb site might contain some/all ofthe following major
components:

- Web Servers - such as Apache, MicrosolfS and similar. When a number of servers are usdiis t
component idrequentlycalledthe web &irm. The reasosifor having a number ohese serverarespeed &
availability. Using a fgle web servercreats a single point of failureand a single server igypically not
capable of coping with significaatmount of vebrequestsit is not uncommon to seeebfarms composed of
dozens ofvebserves.

Theweb servesreceive HTTRrequestdrom endu s ewebbsowsers and servdTTP responsesack, in
the form of either static fileobtained from a file system such as images, Javascript, C88 dynamically
generged response Theseweb serversare called origin servershenceforth, as it is where the Web content
originates

- Application or Middleware Servers for example,JBoss App Server, Tomcat Web Contain&EA
WebLogic, IBM Webshere or custemritten softwareThese serverexecutebusiness logic functions such as
customer profile editingiendering of a blogage product search, shopping cart functionality etc. The reason
for having a number of these servarssimilar to trosef or A f awelmsernvg.0 o f

- Back-end Servers swch as Database Serveresd. MySQL, Oracle, Microsoft SQL Server). This is
where persistent information, such a&sistomer profiles, product informatiomessage board arc | e s , S
editorial contentmight be storedFrequently the database itselfght be partitioned ("sharded") or setup as
write master and a number of read replicasulting in multiple database serve@®metimes information store
is not a database, but a file system, such as NFS (prevalent in Unix/Linux environments) or CIFS (MF
Windowsbased setups).

! Java, Sun, Solaris are registered Trademarks of Sun Microsystems Inc; Weblogic is registered Trademark of BEA Ir
Websphere, AlIX are registered Trademarks of IBM. Apache , Jakarta, Tomcaagetered Trademarks of Apache Software
Foundation; Oracle is a registered Trademark of Oracle Inc; IIS, SQL Server are registered Trademarks of Microsoft Inc;
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- Shared file store such as NFS or CIFS file servers or filers. This is frequently used to share commol
filesi configurationfiles, binaries staticweb content, backup data.

- Search engines/appliancesuch as GoogleéSphinx Luceneg Fast etc . These are used to execute search
requests against site's contérstuch as editorial content, usdogs/posts video/image metadatdc.

Rather frequentlyapplicationserver functionality i$iembedded right into web servers Examples indude
Apachelomcat Apache webserver connected to Tonsmt/letJSPcontainervia JK connectgr Apache/PHP
with PHP interpreteembedded into ApacheebserverlIS/ASP (Microsoft ASPandColdFusionvia the web
server connector.

Someweb sitesinclude custombackends. For example, web site dedicated to newsiight rely on
proprietarysystems thaprovide some kind ofiews wiresAPIs, a web site servinignancial quotes might rely
on market data feeds and sa on

There are, of course, much simpleeb ste setups than that, typically consisting of a singkb server
Such webservermight coreside (share hardware) with database software and resulBimdl" setup Such
simplified setups are rarely adequate for sites with any volume of traffic.

We ae not mentioning another important infrastructure compontrg network. It typically encompasses
Internetuplinks, routers, firewalls, load balancihgrdwareand network switcheslhis Guideassume that
network capacity and its performance, acrabsof the layers/componentss sufficient to support required
volume of traffic.

Common challenges facing web sites with heavy traffic.

Whensubjected to heavy user traffigpically manifested by large number of requds$gpically measured
as RPS requests per secondnd simultaneouslient connectionsthecommonweb sitesetupas described in
previous sectiohas a number of associatedues

Enduser experience suffers, especially wilinamically generated contentvhich is often slow to
generateand stressesll or most of components of the infrastructurei from web serves toapp serves to
the backend atabases

It is not uncommon to see scenarios where dynamically genesatiegpages take a few seconds to be
generated on the fly, requiringeating of new process on web servers, compilation of code and/or instantiatior
of hundreds of new objects on app servers and execution of multiple, fairly expensive queries on BEside.
when serving static content off a file system, the resulting Idisknight place heavy burden on web server.
Imagine having to serve hundreds of requests per second, each requiring similar resources and you can €
see why and how web sites migjat slow ormelt downoutright

Quite often he majority ofstatic anddynamically generated content is the samesfgnificant percentage
of web sitevisitors, butthere isno way to share it across different users satisfactory and flexible way.

The logic that drives content generatiaften relies on aprocessper-request model meaning a new
systemprocesfhreadneeds to be established and maintained for each reduestplaces aheavyburden
across infrastructure, requiring increase in number of servers and associated spend aoplvgrspace and




aiCachey/ 6.260 e Get your life bt
17 E

UserGuide ,
www.aiCache.com 2 eQ@laiCache, Inc .

maintenanceHigher server CPUloads and increasingmemory utilization, resulting from such dedicated
processperrequest architecture routinely bring even most powerful servers to their knees, resulting in unto
hours of downtime, unhapmsers decliningcustomer reention, shorter siteisits and lost revenues.

Quite frequently the web servers, already busy processing user requests, are also task@d R&th
traffic encryption, a very CPUintensive activity.

Some siteslo not scale horizontally due tobackendor ather limitations and simply cannot be made to
scalebyaddi ng extra HW, without going through major
or money in budgstto allow for such overhauls.

In order to tackle th@erformance problemsll too often companies first resotb buying more HW i
more web servers, more application servers, database servers and so on. Often at quite a steep acquisitiot
and at ever increasing expense and run rates resulting from having to manage ever grovongemsy
expand existing or move to new datacenters, acquire more power and cooling capadtlitg egte common
to see situations when existing datacenter or hosting cage capacity is exhausted and then expense grows
ever more out of control

Faceal with numerous limitations (spend, space/power/cooling in dataceotarganies frequentlshare
servers between differentelvsites and applications. It exceedingly hard to control quality of code in the
time of smaller TTM requirements and as a resultfaulty code may bring down a whole number of web
sites and serverslt could be as simpldirect asoverloadingof the serves that the faulty code is running on
(along with all other applications sharing the same servemdirecti by stressing oubackend database
system that is shared with other application.

When t her e 0 ssuckaacomplext shayeavebisatup (it is not uncommon to see hundreds of
servers i n ¢érosdrangdone @ the baisieseldites),it is often hard to pinpoint the problem
application due to limited instrumentation available in applications/cotlee simple question ofwhich
application isrunning slow andbringing the sitedown right noWw" becomewery hardto answerRerting to
complete restarts of @b farms is a common attempt at remediatioonly to see thaveb serves go down
almost instantly with no easy way to identify just what is ailing the sstdrestore the service

When and ifthe culprit is finally identified, itstill is very hard to isolate/disable the failing application
to let other applicatiosito stay up due to inevitable intelependencies.

It is equallyhard to have upto-the-second information on current traffic: volume (regests pese®nd,
bytes in/out, different request typed)stribution across web sites (which one is being hit the hardest, what is
the spike ?) and response times for different applications (which one $otirest customerogin, product
search news searcR) . While a limited subset ofthis information ca be distilled from log files collected on
web serves, it is a time consumingll-handson-deckprocess that ineverreattime.

Heavy traffic sitesoutinelyservemillions ofwebe que st s a d ay atdverialargdsgdiles a n
that are then npcessed fowariouspurposes. Due to the sheer size of these log fibgsfile management
becomes amnpleasant choreand all too often web serves simply run out of disk space and stop serving
requests

It is not uncommon for hackers to targeéb seresin their attacks.Proprietary and wide-ranging
architectures of web sitesmake it much harder to maintain adequate security Security holes are often first
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discovered and exploited by hackers, leavirgdp siteowners to wait for days or wegkor secuity patches to
be issuedy respectivesoftware vend®

aiCache to the rescue.

Let 6 s c papudarndwsweb site Most ofwebpages on such wedites typically containinformation
that is updated (published) quite frequently throughout theldayrder toguarantee freshness of content, pages
arelikely to be generated dynamically upon request. Tagponseayeneration process is typically slcand
consumesesources on web serveapp anddaabaseserverslike.

Yet even with these seeminglymstop changes and breaking news to deliver, it can be showmdisat
pages can be cached for sonpeeriod of time (from few seconds to fewminutes or more), still keeping the
content sufficiently fresh, while greatly enhancing endgser experience ardtamatically reducing the load on
overallweb siteinfrastructure.

Same can be saaf most type®f websites on the Internet:

1 Communiy and social networkingites T where 95% of access is readnly, such as reading of
message orblog posts browsing ¢ user gallerieor popular profile on a sociaktworking site. Each
view of these items typically requires establishment dfeat connection, spawning of a process on the
web servemland application server, interpretation and execution of some la@gionnection talatabase
server, a number @QL queries often resulting in numerouwdisk 10 andphysical readsyefore the end
result is obtained, processed and send to the requ&¥tole absolutemajority o f content
changed since it was reqtes by a previousiewer somemilliseconds ago, it is regenerated anew for
eat and every requestThis type of content is a perfect candidate for cachimgtead of generating
this content anew for each visitor.

1 BusyE-commercesites where users brovegpopular items before selecting some into a shopping basket
and checking outAgain, most of the activities are readly access to assorted product data obtain
description, picturg, customefeedback andnventory ofdifferent producs. T h e shangedtiman 6 t
frequently at and should be cached instgfacgeneratingpageson the fly

1 Mediaweb sites that offer access to popular videosften seeing tens of thousandsviditorstrying to
access a particular vi de ofjustfew minuteg, gegecatng exéctlyithe a |
type of traffic capablef melting down evenargest web sitesAgain, the pattern is very commeora
pageis displayed with some basic metadata about a particular vidgobe along with user commest
and atings- the screen is identical for each and every user that is trying to view the actuallVigeo.
type of content, too, ia perfect candidate for cachingnstead of generating this content anew for each
visitor.

1 News or news aggregatioweb site, serving editorial contentjnews wirestories financial market
quotesor blogsto visitors. On a day whera major story breaksvorld sporting records brokenor
financial markets seea major move, such web sites are likely to see a very significargase in
traffic, as visitos flock to thesite'shome pageread news articleyjiew stock quotes,searchfor news
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moving themarketsetc. Being able to cache these typepajesfor just a few seconds often means a
difference betweea healthy websiteith brisk response times and a total meltdown.

aiCacheis a web site and web application acceleratigmoduct. It takes these basic ideafscaching
frequently requested conteanid bring them to the next level. Alongith enhancing endiser experiereand
dramatically slashingoad on and requiremestto, the web siteinfrastructure,aiCachealso delivers much
richer set of features and functionality that is not available with any other preduetshall explain these in
great detaillaterin thisguide ai Cacheds heritage can be traced b
appearance.

aiCache is placed in front of traditional web servers. As a result of such placement, aiCache is capable
intercepting and responding to user requests béifiene ever hit origin web servers, App or Database servers,
helping to solve or mitigate most of the typical issues mentioned previously. In other words, by deployir
aiCache gpu canaddressmost if not all of yourwe b spioltleen$ & a minute fractiasf cost compared to
bruteforce buymore HW approach or equally expensive and time consuming code changes and site redesign

The most noticeable benefit that deployment of aiCache offers is the ability to cache frequently acces:
content, sothatthegeu | ar chai n -App SérWwe B a 8 & re \n & r isSaecessetkss srequently.
It results in dramatic improvements in terms of web site performance and tremendous reductiomabkmd
all component®f your infrastructure.

aiCacheis a Linux application custom written in C for maximumperformance and flexibilitylt runson
most popularand ubiquitoud.inux distributions It utilizes theEPOLL mechanism, available only on Linux
that offers unmatched scalability and performance for netiOrktranslating to ability to serve tens of
thousands of simultaneous clients off a single server (solving the famous C10K dilemma) with \dera@lly
overhead. aiCache is rght-threadedapplication,utilizing a very limited number of threadprocesss) i
typically well under a dozerto do most of the processinghis is inmarkedcontrast to some other products
that rely ona single process darge pools othousands oprocesses othreads, dedicating a thread to each
client request, a design ttaesn't scalevell in our opinion.

Test results show that under favorable conditions (fast clients, smaller, cacheable respudficiest
network bandwidth single aiCacheinstance running omntel(tm) Nehalemprocessor systens capable of
servingmore than260,000RPS that'saroundl billion requests per hour!

And lastly aiCachei s devel oped by a t eamof tesigningd buildimge &nd ¢
mai nt ai ni ng s o merwebfsited aneompassing pteftysmudh we\ery singleagimable type of

web siteand web technologylt is from this experience that features of the product were conceived, develope
and refined arather distinguishing featuredeed

aiCache features at a glance.
1 Dynamiccaching &sharing ofwebcontent,including GET and POStequests
1 RAM-based caching for unsurpassed response taiéache generates almost no disk 10.

1 Ability to function as HTTPS end point, forwarding decrypted traffic to origin servers.
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Excellent scalability and high performancestésl to excess @60,000 RPSper server
Flexible document freshness control, includiogokiedriven control.

Cluster support run a centrally managed set of aiCache servers.

Clusteraware m-demandesponsalriven cache expiration

Fallback mode té&eep your site up even in case of backend failures
Origin-ServerOf-LastResort feature, to further help server trafficase of backend failures
Selective log suppressi@md decimation.

Automatedime-basedr sizebased log file rotatian

Three diferent ways to monitaaiCache clusterawareCLI, Web and SNMPwith extremely rich set of
statistics available.

Full support for egular expressianfor pattern matching

Feature rich command line interface (CL)l set of statisticsinventory checkdocument expiration
and remwal, log file rotation anagnuchmore

Load balancing ofequests acrossrau mb e r o fwebfserwesiwgh 3ndifferent load balancing
metrics supported

Monitoring health oforigin serversjncludingcontent matching
Respose preload/préetch.

Comprehensive exurity features, including clusteraware multi-layered defense against Depadi
Service attacks arurotection againgnaliciousrequess .

UserAgentbased redirection

Built-in comprehensive Health Monitor

Configurable orthe-fly compression

Advanced alerting warns you before there's user impact

Extend aiCache with usg@rovided logic via aiCache pltigs.

Inject static (filesystem based) content into accelerated sites
Simply and automate configuration managenewistributed setups

And many moreunique features that wahallcover in depth in this document
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Document Conventions.

Throughout this document, yaill see examples of operatisgstem commandsiCachecommand line
interface(CLI) commands,snippetsfrom configuration files, and screen captudésnt and colorchangesare
employedso thatthese coulde clearly distinguished from the surrounding text.

We usetermsuvisitor, user, and customéo refer to web site visitors. Suclsersvisit websites ly directing
their web browsers (Internet Explordfirefox, Chrome, Opera Safarietc) toURLs that are hosted by web
sites.

We use termfiorigin (web) served t o rwelf servgs) tthat are beingcceleratedby deploying
aiCache

We usetermsfiweb document, "response'to refer to files stored gror content generated bgrigin web
serves and subsequently requested bghsi t e 6 s Swudh svébtdacuntentsr responsesinclude, but are
not limited to,dynamic pages generated using J&##¥lef PHP, .Net and other technologies, st&itML,
JavaScriptContent style sheets, images in various formats, PDF Flash animationstc.

We usetermficacheable r eque st / r e srpspomsedhat can e cacled/shared wi®ache
Oppositeto such requests ar®-TTL", "noncacheablé requests/responseshesecannot antbr should notbe
cached because they contain private data or because caching these doesn't siffaifiaaptbenefits.Yet, as
you shall discoveraiCacheoffers signifcant benefits even for traffic that cannot be cached. Some of the
benefits include request/response and connection offloatBsgpnsepreload/prefetch and realtime traffic
reporting and alerting.
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Key new features in aiCache V6.

Comparedo prior versons, version 6 of aiCache offers following key new features and benefits:

T

Support for HTTPS. Now you can have aiia manage HTTPS traffic, while, optionally,
communicating via HTTP with origin servers, relieving them from encryption chores and
administation overhead.

Support for customer logic via flexible, yet very easy to code, plugin architecture. Now you cat
have arbitrary number of your own plugins examine incoming requests and tell aiCache to dro
redirect, rewrite, change the TTL of requests poovide complete response bodies. aiCache
automatically collects and reports all of the plugin statistics, without having to code for it.

Better scalability on mukcore systems with more than 4 CPU cores. aiCache has been tested t
over260,000Keep-Aliv e client req/sec. While very few sites ever will push this kind of traffic, but
massive scalability is there should you ever need it.

Multiple listen ports, both HTTP and HTTPS, can now be specified. You can tie a listen port to :
website or still have ai&he tie incoming requests to website via regular logic.

Support for brigin servers of last resor. Now, in addition to regular aiCache failback feature, you
can try filling requests against dedicated conteptica servers, should attempts to obtagpomses
from regular origin servers fail.

Increased set of collected statistics, at global, website and pattern levels. As usual, you can see
stats via Web, CLI and SNMP interfaces.

Version 6 supports V5 configuration file syntax, so it is a simpbg-dr replacement. A number of V6
specific settings have been added, explained later in this Guide.

Effective Jan 2010 aiCachdd stopsall new feature development for V5 of aiCache and places V5 into
maintenance mode, where wentinue toaddress minoruggs.We recommend all of our customersstaitch to
aiCache V6.
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Example Web Site.

As we discussfeatures and configuration aiCache we shall refer toa fictional web sitesetup, so that
settingscommands and configuration files refstto throughotithe rest of this document make meesnse.

This fictional website is www.acmenews.corh The AcmeNews is in the business of providing news to a
large number of user&\cmeNews prides itself in being first to stcstories, entertainment or financial, aiming
to have shortest story publishing tinome content on the site, such as breaking newsectn frontsis
refreshedrather frequentlyi every minute, to stay up to date. Some other content is more ataktics only
refreshed once an hour, once a day and once a week.

AcmeNews suppostcommunity featurg allowing users to comment on aléis. When a page (news wire
story, editorial content etc) is displayedsercomments are shown below the actual stéwymeNews prides
itself in allowing its users to enjoy retine discussion thread updateas soon a new topic or a response is
posted, the content updates to reflect the changes.

In addition to dynamic content, theety contenincludeslarge number oflavascript files, CSS files and
images, with file sizeranging from 50B (for simple ongixel images) to 50KB for someJavascripfiles and
higher qualityimages

Internally the site is composed of a number of origin servers (the web farm), with the ohmes
www1.acmenews.conwww?2.acmenews.conand so on, to be able to cope with large number of Web hits the
site gets. The exact mechanism used to load balance user requests across origin servers is not impo
Examples include: multiple DNS A records@NAME aliasing, combined with dynamic DNS service, such as
Dynect or similarloadbalancers such as F5, A10, Netscaler, Alteon, HA Proxy etc.

All of the content served fromww.acmenews.comis deliveredvia HTTP protocol, as opposed to the
secure form of it, HTTPSAt the same time AcmeNews maintains subscriber profiles dersuthat want get
access to paidubscriptions. In order to allow users to signfor these services in a secure fashion, a separate
secue web serveis setup with the name gkcure.acmenews.conThis server usedTTPSto communicate
with the subscribers, encrypting al/l the traffi
information is protected while in transit.

BusinessDevelopment has been busy thinking of more features to add to the site, to attract even mc
visitors - things like user comments on news articles, dedicated message boards, video section. A dedicz
mobile web site is also in works, aimed at attractiripihe clients.

Yet as the popularity of the AcmedWws grows, resulting in more page viewager number ofunique
visitors and longer visits the site finds itsresponse time starting to climb ahdoad on al | 0
infrastructure components incr@ag Outages become all too frequent. Environment footprint keeps growing
with more and more servers going into the racks, requiring more expense for HW and SW purchases, additic

2 Any resemblance to real web sites is unintentional.
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space, power and cooling. Bexent hr owi ng money aftsetlmetpr owolr &maagen
a feeling that a radically different approach is in order as the current path is not sustainable.

And this exactly when the technology team, after days of reseathrainstorming comes up with an
i dea andl & a&achesntens the scene.

Prerequisites.

Understanding your Web Setup.

As the product ivery easy to install and configure, chances are you will not need any speciaBasip.
understanding of theveb site setup ishelpful. Typical questions that ige during the installation adiCache
include document freshness criterias in what can beached andor how long origin server configuration
(what are theveb serves that run the site and how is user traffic directed at them: DNS, load balaamzkrs)
cookie/sessiomanagement issues.

You might elect to install our product yourself, which requires some fairly basic Linux knowledge.
Alternatively, youcan contacts for a quote on Professional Service engagergtirnkey package aimed at
helping you to get up and running, straight from the soarcene of our many partners worldwide

Server Platform.

You needto have or be ready to obtain6d bit platformi based orintel or AMD CPUs to run our
product on.aiCacherequires Linux OS andimost anyrecent64 bitdistribution will do. 64bit requirement is
there so that you camse more than 4GB of RANper proces$ which in turn provides more memory for
caching of conteniThe exact amount of RAM you'd need depends on your cache fodtpintber and size of
cache responsethatarestored in the cache.

For exampl eyouwastto@ach@@08 activenaticles that average 50KB in sizich set will
require about 50MB of RAM- a very small footprint10Q000 pieces of content wittage average size will
require 5 GB of RAM still perfectly reasonable siz€o help with keeping the memory footprint under control,
aiCachehas anumber oftricks up its sleeveincluding advancedache cleaner logic. You can configure just
how aggressi you want it to be we shall have more to say about it later in this document.

As you already knowaiCachéis right-threaded, to take adyv andora gystemdifrung o d
as a single multithreaded proce¥su specify number of worker thréa you want to have, ideally matching

3 As opposed to singlthreaded (canndbenefit as effectively from multiple CPUs) or process/thieatonnection designs
(exhausts resources quickly with large number of requests/connections).
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that number to number of available CPU cores (default number of worker threads is 4). As a ballpark guide
single,modern CPWcoreis capable of driving about 20,000 nkeepalive cacheableRPS. So if you have 4
cores and configure 4 aiCache worker threads, you shexpect to be able to handle around 80K RPS,
assuming most content is cacheade you don't exhaust your network capacitikewise, 8 threads and 8
CPU cores can get you close to 160K RPS and so eny. féw sites push anywhere close to these kind of RPS,
but the capacity is there should you ever need it.

Being rightthreaded also mearthat no matter the number of connected clients (30 or 30 thousand) or
request/sec ( 5&®&PS or 250000 RPS y senvidgr yeu will still have only one processinning with
configuredthreads- be ready to be amazed at extremely low CPU utilization that aiCache servers exhibit eve
when under high loads.

aiCacheis capable ofully utilizing gigabit network interfaceso you are never constrained d&Zache
and instead, it itkely thatthe bottlenecks, if any, will be found aplink, firewall, networkand load balancing
level instead

Please notaiCache is lso available aseadyto-go Cloud imags, including Amazon AWS image. We
strive to offer aiCache as a Cloud product available with gtbpularCloud provides and integratorssuch as
RightScale, 3Tera and otherplease check thaicache.conweb site for the latest information on aiCache in
the Cloud.

Operating Systems and Software Pre-requisites.

Almost any modern Linux disbutionwill do , as long as iis 64bit kernel, version 2.6.9 or newer. While it
doesn't require any additional software or special tricks, as ysualre likely tobenefit by usig most ugto-
date productionversion of 64bit 2.6+ Linux operating system wits usualthe most recentecommended
security and performance patches appl&@achehas beentestedon Ubuntu8 and 9 Fedora 10, OpeS8USE
11,RedHat 5x andCentOS 5 distributions,all in 64 bit mode.

aiCacherequires reasonably recent Glib shared library (2.16.4 or later), Zlib shared library (any reasonak
recent version will dg)OpenSSL shared library (v0.9.8apd PCRE shared librarpll of the libraries that
aiCacherequires are normally piiestalled during OS installation and require no additional action on your part
Libraries are shared, meaning they are not statically compiled intmGaehebinary but are instead resolved
and loaded dynamically duringm time.

aiCache distribution carries within itself two different aiCache binanesh and without HTTPS support.
This way, if your server lacks OpenSSL libraries and you don't require HTTPS, you can use-freETPS
aiCache binary.

SNMP integration feate requires NeS NMP s er ver software. Agai n,
part of OS install, if not you need to follow installation instructions for your flavor of Linux. We cover SNMP
integration indepth later in this document.
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aiCache is also aMable ageadyto-go Cloudimages, including Amazon AWS image$Ve strive to offer
aiCache as a Cloud product available with other popular Cloud providers and integrators, such as RightSc
3Tera and othersplease check the aicache.com web siteHerdatest information on aiCache in the Cloud.

Red Hat 5, Fedora 8 & derivatives warning.

Some RedHat and RedHat-deriveddistributions, such as FedoraRBed Hat 5.x andCentOS 5.2might
comewith an older versio of GLib libraries and requirdownload,compilation and install of newer GLib. You
can obtainmost recent GLib likary at http://www.gtk.org/downloadinux.html . Please follow standard
practice of runningonfigure, make, make instaDon't worry- the installation of an updated @lLshould no
take longer than few minutes of your tinhése a package manager of your choice or download and compile the
GLib by hand.

When manually compiled and installedsLib installs into/usr/local/lib . To make suraiCacheloads
these newer librariesjot the default and oldewersion, you can set.D _LIBRARY_PATH to point to
lusr/local/lib before you starhiCache You can create a custom shell wrapperdi@@ache includingthis and
other settings, such asimit etg in it . For example:

# Increase number of allowed file descriptors

ulimit - n 124000

# enable core file

ulimit - ¢ 1000000000

# point to directory with GLIB libraries in it

export LD_LIBRARY_PATH /usr/local/lib

# start aicache

lusr/local/aicache/aicache - f aicache.cfg 11234324434.lic

aiCachewon't startunlessproper version of GLib library is installed on the systétell-tale sign of an
outdatel GLib library version is an error message during startup that poiratg té function being not found.
To addresshis pleasénstall newer versioof GLib, as per instructions abave

Likewise, if you try to start HTTP$8nabled version of aiCache on a server without proper OpenSSL
libraries, it will refuse to startaiiCache distribution carries within itself two different aiCache binariggh
andwithout HTTPS support. This way, if your server lacks OpenSSL libraries and you don't require HTTPS
you can use HTTR8ee aiCache binary.
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Installation.

Please note #t aiCache is also available radyto-go Amazon AWS image. We strive to offer aihe
as a Cloud product available with other Cloud prowdgrease check the web site for the latest information on
aiCache in the Cloud. If you choose to with an aiCache Cloud image, you don't have to download aiCac
binary or acquire aiCache licessdt is all taken care of alreadwll you need to do is torder andstart an
official aiCache instance

Network Setup

Assuming you want tanstall aiCacheon dedicated serv@), you must be able to connect th&€ache
server(s) to the network so thiie aiCachecan reach therigin web serves and in turn can be reached by
Internet users. Usually it means that there must be spare ports on your network switches and you have spa
addresses to assign to these agdacheserver(s).

Depending on volme of traffic you need to handle, you might elect to setup a single network connectior
on aiCache servers or mditome them instead. Consider using M&ming if you have redundant network
switches to make aiCache's network connection highly availaater in this guide we describe a VRR&sed
HA setup, with redundanhothotaiCache servers assuring maximum uptime.

If you decide to cdocateaiCachesoftware on the same server whanexistingorigin web serverresides,
then there are no changesgjuged to the network setup. You will only need to change the port the acthal
serverlistens on a to a different one, as the original port 80 will now be claimadCiaghe Alternatively, you
can use multiple IP addressgdiases)on the same serviebind you origin web serveto one of then, and
configure aiCacheo use a different onéow, bothorigin serverandaiCachecan share the same port number.

aiCache distribution file.

The product usually comén the form of asmallLinux tar archivefil e that you obtain by direct download
from ourweb siteor receive in the mail on some form of media, such as@idtained within tharchive are
2 aiCachebinaries: one compiled with HTTPS support and one withewxample configuration file, README
file, SNMP integratiorscript convenience install scripalert email scripand Admin Guide in Adobe PDF
format. Also included is glugin directory - containing plugin header file, plugin build script and example
plugin C source file.

After obtaining the ditribution file, you camn-tar it in a temporary directoryfor example in /tmp.

cd /tmp
tar -xvf aic ache .tar
cd aic ache

aiCache binaries.

The aiCache distribution contains 2 aiCache binaaescheand aicache_https compiled without and
with HTTPSsupport respectivelyOtherwise, both files are identical in their functionality. We provide aiCache
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binary (aicachg compiled without HTTPS support in case your system lacks OpenSSL librariegich case
you won't be able to start the HTTfe8abledaiCache binaryaicache_httpg.

Clearly, if you require HTTPS support, you must run HTIP@bled binary and have OpenSSL libraries
installed. Your license file should also have https option enabled (all Cloud images are enabled for HTTI
support and reqdre no license file).

Installation.

To ease the installatiorgiCachedistribution includes asimple installation script install.sh, that
automates most of the setup steps described beltve script creates user and groaigacheaicache
/usr/local/aiacache and /var/logaicachedirectories and copies distribution files/tesr/local/aicache If you
choose to run the installation script to automate the install chores, you can skip to "Production License Fi
section after running thiestall.sh script The install script normally takes about one second to complete.

Alternatively, you mighelect toperform the required steps manually, if that suits your requirements better.
Please refer to README file in the distribution tar file for sbpstep instdl instructions. For your
convenience theameREADME file is included as an Appendix to this document.

You need to select a locati@am host server's file systenaiCacheinstallation directory, where to install
theaiCache binary aiCache distributionveighs in well under 1MB in size, so you don't need much space to
install it.You might use the sandirectoryor a different one to instafliCacheconfiguration and license files.
You can use any nanifer installationdirectory, but we recommengingstandard name déisr/local/aicache
To simplify matters to also recommend keeping the configuration and license files inntbedsactory,
possibly undefusr/local/aicachéconf subdirectory.

We recommendbo select a different location (directory) fgour logfiles, for example/var/log/aicache as
you will most likely exd up with a number of log files and you do not want them to clutter your main
installation directory. We also recommend that you configure logging directory on a drive or patrittion w
ample freespace especially for the sites with heady trafficyou expect to serve 100RPS please make sure
the disk 10 performance is adequate to write the log files. You can also use selective log suppresdamn
decimationfeatures of aiCacheto dramatically reduce amrt of log informationaiCachegenerates. Unless you
need tocollect it, consider disablingprocessing andogging of Referrer and Useégent information (see
logging section later in this documenthis too, savesignificant amount of disk space

For convenience purposes, you cemeate asymlink in aiCacheinstallation directory, for example
/usr/local/aicachédlogs pointing to/var/log/aicache - it is rathera common setupSpend some time setting up
automated log fileatation. A common practice is to configure aiCache to rotate it's log files, on the fly, just
past every midnite and move the rotated log files to a different location, where they are stored in accorda
with your log file retention policies. See the dmded "Logging” chapter later in this Guide for more
information on aiCache access and error logging capabilities.

Production License File.

The aiCache distribution might include a demode license file, called something liR852352452.demo
This demdicense allows you to tetll aiCache functionality for 30 days or €80 not modifythe license file
in any wayasit will render the license invalid.
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Unless you're runningiCacheasaiCaché&s own Amazon AWS imager otherapprovedCloud aiCache
images youwill needto obtain a license file before you can ag@achan productionmode To issue a license
file we require theoutput ofifconfig command, executed with the name of yproductionnetwork interface.

For examplewhen you execute

/shin/ ifconfig ethO

you shall see oputsimilar to the one below:

ethO Link encap:Ethernet HWaddr 00:ee:dd:bb:0c:0e

inet addr:192.168.168.8 Bcast:192.168.168.255 Mask:255.255.255.0
inet6 addr: fef0::eee:4ddd:xxx:c0e/64 Scope:Link

UP BROADCAST RUNNING MLTICAST MTU:1500 Metric:1

RX packets:51421 errors:0 dropped:0 overruns:0 frame:0

TX packets:85637 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

We only require the first linef output fromthis commandgontaining the namend HW addessof your
production network interface.Please note that your HW aédswill be different from the one shown in
example. When sending the HW aglsls(aka MAC address) to upleasesend it ast appears in the output of
ifconfig commandgcolons and alldo not modify it in any way.

After thelicense is issued,op shall receive a small file, named something 1i887364490.licFeel free to
look inside- it is a simple text fleDo not modifythe license filein any wayasit will render theicense
invalid.

Copy the file into the directory where you installei€achebinary and config file- in our case it was
lusr/local/aicache To startaiCache you must specifyboth the name o configurationfile and the license
file, for example:

cd /usr/local/ ai cache
. aic ache -facmenews.cfg -11827364490.lic

aiCachechecls the license fileupon startupShould any problems be encountered, you will see an error
message.Please refer to "RunningiCaché section for more information oraiCache option, testing

configuration file syntax etc.

Feel freeto create a shell wrappscript for aiCachestartup, so that you don't have to specify all of the
parameters every time you stap the serverFor example:

export LD_LIBRARY_PATH /usr/local/lib
ulim it -c 1000000000
unlimit - n 128000
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/usr/local/aicache/aicache - f myconfig.cfg - 1 3245234523454 .lic

When running Amazon AW&iCacheimageor other Cloud aiCache imagdiense file is not required.
All cloud images ar@re-enabled for HTTP&nd require a action on your part

The aiCachecloud binaryis pre-enabled and prmstalled byaiCachelLtd and require no license. As
with mostCloudimages, you will be billed per unit oésource (time obytes downloaded/uploadgaf actual
usage ofaiCache As rates are subject to change, make sure to checkyaithCloud Provideto obtain the
most up to date radeterms and conditions
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Configuring aiCache: look Ma, no XML !

ConfiguringaiCacherequires editing &ingle,simple textbased configurationl& with an editor of your
choice The configuration file i® good oldsimple 'hame valuétext file, notan XML file.

aiCacheis extremely rich with features and it is your responsibilitgdofigureaiCacheto benefit your
web sitethe most. You camseincludedexample configuration filas a starting point (template) for you own
configuration files.In most casesto get up and runningll you need to specifin the configuration filearea
web sitename (such awww.acmenews.cgnand IP addresses tife one of moreorigin web serves, it is that
simple.

Configuration File Sections.
The configuration directivesn configurationfile must be groupedn certain ordefsectiored). As long
as you follow the provided tggnl at e y o u 0-gleakeseferjtoutlee pictura@n the next pag® visualize
the ordering of the sections.

aiCacheconfigurationfile must contain, in this order:

1 A requiredsingle global (server) section it is identified/started by aserver' directive. This section
contairs global configuration settingd his section must béllowed by

1 A requiredsinglewebsitesection- it is identified/started by a line containing&bsite’, followed by
1 At leastone (required)or more of hog sections, identified/started by"dostname \alue" directive.
Host section(sgontainwebsitespecific configuration setting€ach host sectiomustspecify at least

one origin servent can also contaioptional

1 pattern section containing pattern matching rules

Pattern sections are optional, since these are how you configure caching rules, most configuration
files do contain a number of pattern settings.
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GLOBAL (SERVER) SECTION
server
listen http * 80
listen https * 443 host.cert host.key AES256-SHA
username aicache
groupname aiache
e é .

WEBSITE SECTION
website

HOST SECTION
hostname www.acmenews.com
origin 1.1.1.1 80
origin static.acme.com 80

PATTERN SECTION
pattern .html simple 2m
pattern .php simple 1m
é ..

HOST SECTION
hostname media.acmenews.com
origin 3.3.3.3 80
origin media.acme.com 80

PATTERN SECTION
pattern .jpg simple 7d
pattern .qgif simple 7d
é ..

You might elect to ordewebsitespecificconfiguration settings isome logical order that makes sense to
you. For example, keep origin server directives together, do same for patterns. You might decide to keep or
server directives at the end of each host section or in the beginning, followingsthamedirective- it is up
to you.

However, aplace where orderg of configurationsettingsis important isthe patternsectionwhere you
specify URL matching patterngiCacheriesto matchrequest URLs tathesepatternsn the order that they are
found in configuraton files. When thefirst match isobtained this matching process swpnd appropriate
actionis taken. It means that yomight wantto placemore common patternieward the top of the pattern list
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Likewise, put the lastcommonpatterntowardthe bdtom of thepattern list While not a must, this tactic
is likely to improve performanceéExclusiorary, everythingbut patterns, should be placéaforethe patterns
they are intended to override.

Similarly, if you accelerate a number bifisywebsites on aaiCacheserver, place definition of the most
frequently accessed sites toward the top of the configuration file.

If you desire to break up your aiCache configuration into a number of smaller configuration files, instead |
having one large configuratidiie, you can do so via one or more anclude file_namedirectives These
directives can be placed anywhere within configuration file. Upon encountarngclude directive, aiCache
opens the file that it references and continues parsing pratisghe content ofncludedfile. The included
file can, in turn, provide a number ioiclude directives of its own.

You mightuseinclude directive to break up configuration so tltanfiguration ofeach acceleratasdebsite
is stored in its own configuratidile or, perhapsstore pattersectionsn their ownfiles etc.aiCache allowsor
nesting ofinclude directives up to 10 levels deep.

When running aiCache in clustered setup, you'd typically want to have each clustered aiCache server h
same configuran file. This too, can be accomplished wititlude directive- simply put settings that makes
each aiCache server unique, into a separate file and themclis#e directive pointing to that file. One setting
that is unigue to each clustered aiCacheesapsthe list of peers (on each node, it excludes node's own IP).

Configuration line format.

Eachconfigurationline in aiCacheconfiguration filemust bein the following format:

parameter name [space] param value 1[space] param value2 [space] [#comment] €0

Most parameters take a single valgeme argust flagsand require no value. few take up to/ values
Parametenames must be inower case

Some configuratio settings have reasonaldefault values and if you deem these to be right for your
seup, you don't have tepecifysuch settingg the configuration file. Please see the configuration settings table
below for what parameters have default values.

Emptylines are atbwed in the configuration files, as atedicated commeiihes If you needa dedicated
commentine, start 1t wi tYoucan afséidaa qompneent hocconfigaratignrsetting lin@add
such comment after "#" sign. For example:

# comment line all by itself , preceded by and followed by an empty line

max_os_ka reqs 20 # comment added to a configuration setting.
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Simple, exact and regular expression patterns.
To configure the caching time (aka TTL or tiwelive) for different URLs on your site, you can use

"exact', "simple" or "regular-expressionri pattern typesWhile regexppatterns arenuch more powerfulin
their matching abilitiesin mostcasesimplepatternsare all you need.

Exactpatternis a string that is tested fexactmatch against request's UREor example:

pattern / exact 10m ‘

matches URL thatansists of "/" and nothing else. You won't be using exact patterns too frequently as the
are very limited in their matching ability. You'd most likely use these as a way to catch a few very specif
URLs that are hard doo expensive t@ccommodatéor with other types of patterrgmost noticeably the /"

Simplepatternis a string that will be looked for in incoming URLs and if that string is preseywhere
within the request's URL, a matehdeclaredIn other words, a partial match is performedhwiRL serving as
a "haystack" and simple pattern being a "needle".

For example:

pattern breakingnews.html simple 10m
pattern /static_content/ simple 7d

declaresall URLs that contairbreakingnews.html to be cacheable and assghTL of 10m It also
specfied that responses to any requests with URL contaifsitagic_content/are to be cached for 7 days. The
latter pattern would apply to URLs likkstatic_content/images/1x1.gif , /static_content/css/mainstyle.css,
[static_content/js/menu.jsand so on. Sof istatic content on your site uses this or similar type of naming
convention with @ommon prefix to URLS, you can matofost of it via a singl@attern directive.

Due to partial nature of matching of simple patternsawarethat asimple pattern &cme matches
acmenews.html, acme.php, notacme.asp

Regexpatterngregularexpressios) are used whegou cannot accomplish what you need vaimpleor
exactpatterns

There is a wealth of information freely available on the Web about regular sixmssndyou can study
some of it. In most cases you will know enough about thegexpsby simply looking into the example
configuration files.

A regular expressiopattern can be anchored to the beginning of line by using caret*siffache will
match anythig that starts witliiaiCached A dollar sign anchors pattern to the end of litee$ matches any
string thatends with t or 0 .

You can see that some symbols have special meaning in regexps. ltalse#imst to match such symbols
literally, one hastoecape t hem. For exampl e, t ] sewauld us@.js.r i 0
Pretty simple stuff, yet it is much more powerful than that as you will discover if you do read more on th
subject.
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A frequently asked question is how to make a regelqression pattern case insensitive. To do that,
simply prefix the (required part of) pattern with). As usual, you can use aiCachsignple "pattest” tool to
test your patterns:

$pattest - p '(?i)aaa’ - s AAA
[Success]: Matched.

Pattern: >(?i)aaa<

String: >AAA<

Ppattest -p'aaa’ -sAAA
[Failed]: Not matched.

Pattern: >aaa<

String: >AAA<

Please note that you cannot use jésa%a pattern (regexp type or simple typeas itis likely to match
almost all of the URLs on your siteprobably, notwhat you want to happenFor muchmoreinformationon
the PCRE syntax, google for it or visit this link: http:/library.gnome.org/devel/glib/stable/glibgex
syntax.htmi

Pattern testing tool.

To ease ieationand testingf regular expressiomatchand rewritepatternsaiCachedistribution includes
a small command line toohattest The installation script places it into the same directorgi@achebinary,
but you can move it as you see-fibr example, you can move it tasr/local/bin, a commaly used directory
for assorted binaries

The tool allows botlregexp match testing and more complicateégexp rewrite testing. Right at the
command line yowspecify apattern to use for matching, a string to match the pattern against and optiona
rewrite string. We advise use of single quotes to enclose all of parameters, to prevent possible interpretation
substitution/expansion glarameters biinux shell. Here ee some quick examples:

# .[pattest - p "Mabc' - s abcdef
[Success]: Matched.

Pattern: >  “abc<

String: >abcdef<

# .[pattest - p "Mabc' - s zabcdef
[Failed]: Not matched.

Pattern: >"abc<

String: >zabcdef<

# .[pattest - p '(abc).* -sabced -r'zzZ'
[Success]: Rewrote original string:
>abced<
To new string:
>777<
Using pattern:
>(abc).*<
And replacement string:
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>777<

# .[pattest - p '(abc).* -sabced -r'zzz= \1
[Success]: Rewrote original string:
>abced<
To new string:
>777=abc<
Using pattern:
>(abc).*<
And replacement string:
>777=\ 1<

URL match actions.

When a request URL matchepattern one or more of the following actiorsetaken:

URL TTL might be assigned (includingrL value of Q declaring request necacheablg

URL might be blocked

URL might be redirected

URL might be rewritten

URL might be rewritten and redirected

URL might have "do not log" flag set (log suppression)

URL might have some/all afs parameters discarded (URL caching signature parameter busting)
URL might have a cookie ants value added as part of URL's cache signature

URL might have request's UsAgent value added as part of URL's cache signature

URL might have request's UsAgent rewritten and added as part of URL's cache signature
URL might have request's Accelpinguage value added as part of URL's cache signature
URL might havats TTL set to Oif acertain cookie is present in the request

URL might allow for one or more cookies from origin server response to be cached

= = =2 =4 4 A4 A4 -4 -4 -4 A4 A A -2

Configured customeprovided plugin code can be executed

When no match is fountl o r r eURL, thaerégbest is declared teemonrcacheableln other words,
aiCache never caches a response unless it is configured to.

Please note that the action legdiove is not @ompletelist, as we continuouslgnhancethe product with
more features.
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Example configuration file.

To reiteate, yYu configure all of the aspects afCachebehavior via singlesimple, text based, nodML
namevalue configuration file. You can name it to your likingut the whatever name you choose must be
passed t@iCachein the command ling-f parameter. An exampleconfigurationfile, calledexample.cfg is
providedin distributionand you can use it as a starting point.

The configuration settings are vesyraightforward andrery few of them are required in most cases,
resulting in configuration fileshat contains just few lines of settingglowever, aiCache prides itself in an
incredible flexibilityand this is why there'® manyavailableoptions.

ShouldaiCacheencounteia settingdirective it doesn't understaisdpport an error message is pied out
to the consoland/or error log file pin-pointing the offending configuration line, so you can corrediVihen
such warning is printed out, you either have pro
required arguments ooy have specified an invalid setting name.

Alternatively, you can stadiCachewith " -t" option, to test your configuration file lidgy-line. For more
details, please see "StartiaCaché section.

If you desire to break up your aiCache configuratiado amnumber of smaller configuration files, instead of
having one large configuration file, you can do so via one or morenaiide file_namedirectives These
directives can be placed anywhere within configuration file. Upon encounterimglade directive, aiCache
opens the file that it references and continues parsing process with the content of included file. The incluc
file can, in turn, provide a number ioiclude directives of its own.

You might usanclude directive to break up configurati@o that configuration of each accelerated website
is stored in its own configuration file or, perhaps, store pattern sections in their own files etc. aiCache allo
pretty nesting oinclude directives up to 10 levels deep

When running aiCache in clesed setup, you'd typically want to have each clustered aiCache server hav
same configuration file. This too, can be accomplished initlude directive- simply put settings that makes
each aiCache server unique, into a separate file and themclis#e directive pointing to that file. One setting
that is unique to each clustered aiCache server is the list of peers (on each node, it excludes node's own IP).
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Just to illustrate how simplend very shorai Cache configuration Hkande
fairly minimalistic, yet fully functional, aiCacheonfiguration file:

server
log_directory /tmp

website

hostname www.acme.com
pattern / simple 10

origin 1.2.3.4

As you can see, barely a handful of configuration file lines are required toahaweeking setup. In the
example above, we define log directoryfof tompand we specify a single peé
URLs are cacheable for 10 seconds. It also declares a single origin ¥enveran also see that most of the
configuratbn settings have rather obvious, easy to remember arexgddinatory names.

L e tnbwstake a look al more evolvedexample configuration file. Just for illustration purposes, the

example below contaires large number of configuration setting&nce gain, most configuration files will be
much simpler than the example below.
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HHHHHHHHHHHHHHHHHH . Server Section #H#HHHHHHHHHHHHHHHHHHHHHH T
server # REQUIRED

#

listen http * 80

listen https * 443 host.cert host.keYAES256 SHA:RC4-MD5 server_port 80
if_name ethO# REQUIRED

server_ nameaiCachebx

admin_ip *

admin_port 111

admin_password secret

username test

groupname test

work_dir /usr/local/aicache

alert_dir /usr/local/aicache/alerts
logdirectory /var/log/aicache# REQUIRED
pid_file /var/ru n/acme.aicache.pid
log_healthcheck

logtype extended

accesslog access

dump_bad_req

debug _clip 1.2.3.4
stay_up_on_write_error

errorlog error

drop_user_agent

drop_refferer
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hdr_clip X-Forwarded-For
refresh_hdr_clip
max_header_siz€000
max_body_size50000
chunked_resp_size hinB83000
maxkeepalivereql0
maxkeepalivetime 10
maxclientidletime 4
max_os_resp_timed
snmp_stat_interval 4
max_os_ka_connections 2
max_os_ka req 4
max_os_katime 10
max_post_sig_size 128
min_gzip_size4000
compress_json
compress_xml
max_sig_size 512
max_post_sig_size 128
client_linger O

os_linger O

silent_400
cache_cleaner_interval 320

hard_cache_cleaner_interval 7200

max_log_file_size 100000
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logging dedicated
shutdown_grace_wait
refresh_website

logstats

stat_url aiCachestat

keep http10on
table_stat url aiCacheable
pend_url aiCachepend
alert_email support@a.b.c
alert_bad_req_se0
alert_max_cache_entries0000
alert_client_conn_max30000
alert_client_conn_min5
alert_os_conn_max20
alert_os fails_se@
alert_req_sec_max2500
alert_req_sec_minl0
alert_os_rt2000
Xx_0s_header XaiCacheOS
x_ttl_header X-aiCacheTTL
peer 1.2.3.4

peer 1.2.3.5

peer 1.2.3.6

peer_prefix mysecretpeerprefix

HHHHHHHHHHHH AW e D SECtiONHHH T H HHHHHHHHHHH
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website# REQUIRED

hosthame www.acmenewscom# REQUIRED

cname bbs.acmenews.com

cname mobile.acmenews.com

wildcard cms

sub_hostname content.acme.com

no_retry

404 redirect_location http://acmenews.com/404grace.html
500 _redirect_location http://acmenews.com/500grace.html
prefetch_url /slowGetAdCall?page=home&area=top 100 gzip
prefetch_http _header User-Agent TestUser Agent V1.0
prefetch_conn_close

min_gzip_size4000

min_gzip_size4000

compress_json

compress_xml

ignore_case

ignore_ims

sig_ua

ua_sig_rewr Browserl1ll bl

fallback

forward_clip

logstats

decimate_log 100

decimate_bad_log 1000
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conn_close
max_os_resp_timed
max_url_length 128
ignore_no_cache
sig_ignore_body
max_os_ka_connections 2
max_os_ka _req4
max_os_katime 10
healthcheck URL HTTP 10 10
alert_emal
alert_max_cache_entrie$3451
alert_max_bad_os 3
alert_os_fails_sed
alert_req_sec_max3434
alert_req_sec_min3000
alert_os_rt5000
HHHHHBHHHHH A H R H AR HEED N Servers #HH#HTHHHH AT TR
# At least one must be specified for each defined tiname #
origin 127.0.0.1 8884
origin 127.0.0.1 8882
origin static.acme.conB0
HHAHHHHAHRHHHH AR Paleth e R AR
pattern .html simple 120 ignore_query

0s_tag 3
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label Pattern matching all of the .html files
param_partial_match
redirect_location http://promo.acme.com
Ottl_cookie customer _id
sig_cookieconnection_type
rewrite images /media/images
rewrite_http_only
max_os_resp_timed
sub_hostname media.acme.com
max_url_length 128

no_retry

post_block

ignoreparam paraml

pattern forumdisplay regexp -120
conn_close

block

drop

request_type both

ignore_case

pattern / exact 1h
sig_ignore_body

dump_req_resp
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Server/global section.

We st a msdrveovak.t'lglobal" settings sectioi such settingare applicable tthe wholeserver, as
opposed to thper-websiteparameter sectioliome of the parameters defined in the global sectiomlaeeited
by websitesettings but maybe overridden(set to different values) in the website sedidiebsitelevel setting
always supersedes globkdvel setting.Likewise, some globaind/or websitdevel settings maye overridden
(set to different values) in thgatternsections Patterdevel setting always supersedes both gldbatl and
websitelevel setting.

The first confguration setting irmiCacheconfiguration filemust beserverdirective You can begirconfig
file with empty or comment lines, but tfiest directivemust be'server'.

Global (system-wide) settings.

server Starts server (aka global) section of thafiguration file.Required.
Parameters: non®efault: none

if_name ethO Specifies a valid interface name thaCachewill run on. Required.
Parameters: interface nani@efault: none

listen http * 80 IP address, @rt numberand protocothat server Btens onYou can
specify as many of these as your setup requires. HTTPS port req
additional parameterssee dedicated "Listen Ports" section.
Default: any IP address defined on the server, port 80.

admin_ip *

admin_port 2233 IP addressport numbeiand passworébr CLI (Admin) server

admin_password secret Default: any IP address defined on the server, 2288 "secret"

usernameaicache Identity to assume after startup. Server will assume the user and

groupnameaicache ID that are prowded, to limit is privilege level.Default: noneaiCache
runs as superuser (roethot recommendedake surespecifieduser
and group exist in /etc/passwd and /etc/group files.

num_files 128000 As an alternative to rummg a "ulimit-n NNNN" commandefore
startingaiCacheyou can leaiCacheset it its own limit on max
number of open fileDefault: not set aiCachewarnsif you set this
number lower than 2000

work_dir /usr/local/ aicache SpecifiesaiCache workingdirectory thatiCachechdir()s to after

startup.
Default: whatever directory aicache binary is started from.

alert_dir /usr/local/aicache/alerts Specifies directory that aiCache uses to spool alerts files to (see
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section on Alerting).
Default:/usr/local/aicache/alerts

pid_file /var/run/aicache.pid

When set, aiCache will write it's PID to the specified file, upon
startup. OptionalMake sure aiCache user can write to this file.

cfg_version 0310201@01

When set, aiCache will report this in both Web and CLI statistics
screen, t@ssist in ascertaining what version of configuration file ig
presently in effect.

logdirectory /var/log/www

Specifies directory where log files reside
Required. Default: noneMore Information here

stay_up_on_wrie_error

When set, server will continue to s requestgven when it runs
out of space in log partitiofdirectory) Default: aiCacheerminates
on write errors .

logtype extended

Specifies access |l og format.
Default:extendedVore Information here

accesslog access

Name of access log fil®efault: access

errorlog error

Name of error log fileDefault: error

log_healthcheck

When specified, health check requests halllogged in access log
file. Default: no health check logging

logging dedicated

When specified, each accelerated websits ilow its own, dedicated
access log file, nandeaccesshostnameDefault: all of the website log
into a singleshared accesddi More Information here

drop_referrer

When specifiedaiCachewill not process and/or log Referrer heade
value. We recommend havingop_referrer configuredit will reduce
the size of the access log filegher significantly. If you need to
collect Referrer field for log crunching, do not specify this setting.
Default: Referrer is collected ardgged.

drop_user_agent

When specifiedaiCachewill not process and/or log Us&gent
header value. We recomntehaving itturned on it will reduce the
size of the access log files very significanihgefault: UserAgent is
collected andogged

dump_bad req

When specifiedaiCachewrites bodies of bad requests to files naime
/tmp/bad_redID.NNNN. No more thal20 bad request bodies can
written out per minutes to avoid resource ewtlization. Can be useq
to troubleshoot bad requesiExfault:bad request bodies are not
written out.

logstats

When specified, global statistics will be written ouaitdediated
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statistic lodfile every 5 second®efault: no statistics logging

debug_clip 1.2.3.4

When setaiCachecaptures and writes out both requests and respq
(up to 32KB of) with matching client IRsafter they are sent
to/received from origin serve€an bea helpful troubleshooting tool

maxclientidletime

When specified, a valid request header must be obtained from cli
within this many second®&efault:5 seconds

maxclientbodytime

When specified, a valid and complete request must be obtagmed
client within this many secondsefault: 60 seconds.

max_post_sig_size 128

When specified and/or set to a value and POST caching is enablé¢
only POST bodies smaller than are used as part of response sign
Default:256 bytesSee POST cachgnsection for more information

max_log_file_size 100000000

When specifiedsizebased log file rotations enabledAccess log file
will be auterotated when it grows above this size (byt@stault: no
sizebased log file rotation

maxkeepalivereq 10

When specified, client Keefllive connectios areallowed to serve
up to this number of requesan be set at both global and WS levg
latter overriding formerDefault: 20

maxkeepalivetime 10

When specified, client Keefllive connectioms areallowed to stay
connected in idle state up to this number of secdReally busy web
sites commonly set this at 5 secon@an be set at both global and
WS levels, latter overriding formebRefault: 10

max_os_resp_timed

When specifiedresponses from origiservers must complete within
set amount ofseconds Default: 10.

max_os_ka_connections 2

When specifiedenabledHTTPSkeepalive connectionso origin
servers and limits number of such connections tepleeified
number perorigin server Default: OS KA connections are disabled
Global setting can be overidden at website level.

max_os_ka req 20

When specified, keeglive connections torigin servers are limited
to serving no more thaspecifiednumber of requests before being
closed.Default: 10 . Global setting can be overidden at website lev
Set to O to disable keeglive connections to origin servers.

*Itis not a good idea to use Accelerator as femd for large user downloads (say 1MB-s it will consume too much RAM.
60 sec default value is more than adequate for a typical form data (few tens of KB at most).
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max_os_ka_time 5

When specified, keep alive connectionstigin servers are limited
in to total duration (from open till final us@@ close) to no more thar
this amount of secondBefault: 5. Global setting can be overidden
website level.

client_linger O

Whenspecified, client connectio®O_LINGERoptionis enabled
and set to the specified numbBefault: client SO_LINGER is
disabledPlease make sure you understandsitie effectdefore
enabling this option.

os_linger O

When specified, origin server connection SO_LINGER option is
enabled and set to the specified numberfault: origin server
SO_LINGER is disabled?lease make sure you understand the sidq
effects before enabling this optid®ee "Have mercy upon thy origin
servers."

client_tcp_no_delay

When specified, TCP_NODELAY option is set for client
connections. It has effect of turning off Nagle TCP algorithm.
Default: TCP_NODELAY is not applied.

0s_tcp_no_delay

When specified, TCP_NODELAY option is set for origin server
connections. It has effect of turning off Nagle TCP algoritbefault:
TCP_NODELAY is not applied.

shutdown_grace wait 5

When executig graceful shutdown, aiCache stops acceptew
connections for this many seconds, while allonwexgstingrequests
finish processing, and then exiBefault:5

refresh_website

When set, for 2nd and following requests that aiCache obtains frg
keepalive client connection, it rematches Host: header to obtain
matching website. Used to address broken load balancing setups
Default: off (not specified)

snmp_stat_interval 5

When setaiCachegenerate SNMP statistics file every this many
seconds. Mushbe set for SNMP integration to woiRefault: off,
SNMP integration is disable/ENMP _Monitoring.

silent_400

When set, aiCache does not send error respamsesponse to
invalid/malformed/oversized requesksstead it dropssuchclient
connectionsilently and instantlyDefault: off, error responses are
sent in response to malformed/oversized requests.

orig_err_resp

Specifieshow aiCache treats errstatus codes it receivé®m origin

serversn responséo cacheable requests. When set, original respg
are delivered, when not set (default), aiCache overwrites all error
responses with status > 400, except 401,404 and 407, with its ow|
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abbreviated version3his is done to preserve network bandwidth.

stat_url aicachestat

table_stat url aicachestattable

Theseare URLSs you use to get access to aiCache'sefedishing web
pages that contains aiCache global or welspeific statistics. You
may set it so that only people that know it can see yotistata. See
"Self-refreshing Web monitor" section for more information on this
feature. Default: accelstattext, accelstattab&elf-refreshing Web
Monitor

pend_url aicachepend

This is URL you use to get ag=to aiCache's seléfreshing web
page that contains aiCache global or websitecific pending
requests. You may set it so that only people that know it can see
statistics. See "Setkfreshing Web monitor" section for more
information on this featre. Default: accelpendtex&elf-refreshing
Web Monitor

alert_email support@a.b.c

When set, automatglobalalerts are generated and sent to this em
address Default: not provided, no global alerts arengeated. Please
note that for alerting to work, you must enable statistics logging vi
logstatsdirective.Websites can have their own alerting set, acting

different set of criteria and emailing to different email addresses (
website section)Pleasesee aledicated chapter on automated emai
alerting feature oéiCache

alert_bad_req_sec 20

When set, an alert is generated when number oRRz&8Exceeds this
number Default: not set. Please see a dedited chapter on
automated email alerting feature of aiCache.

alert_max_cache_entries 20000

When set, an alert is generated when number of cached respons
exceeds this numbebDefault: not set

alert_client_conn_max NNN

When set, an alert is generatelden total number of client
connections exceeds this numbBrefault: not set

alert_client_conn_min NNN

When set, an alert is generated when total number of client
connections is less than this numbBefault: not set

alert_os_conn_max NNN

When setan alert is generated when total number of origin server
connections exceeds this numbBrefault: not set

alert_bad_resp_sec NNN

When set, an alert is generated when total number of failed respag
from origin servers exceeds this numbBefault: not set

alert_req_sec_max NNN

When set, an alert is generated when numbBRS8exceeds this
number Default: not set

alert req_sec_min NNN

When set, an alert is generated when numbBRSis less than this
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number Default: not set

alert_os_rt NNN

When set, an alert is generated when origin server response time
more than this number (millisecondg)efault: not set

alert_humane

When specified, no alerts are generated between midnight and 72
local time.

alert_exclude_pat

When specified current date/time is compared to the specified
patterns and if match is found, no alerts are generated.

mail_path (obsolete!!!)

Obsolete! Used for email alerting. Points to mail binaBefault:
/usr/bin/malil

chunked_resp_size hint 33000

When recaiing origin server responses with Transkrcoding:
ChunkedaiCachesetsreceiving buffer to this number of bytes. Itig
done to improve performance at cost of possible memory over
allocation.Default: ~33 000 B (32KB)

x_ttl_header X-aiCacheTTL

Whenset, aiCache returns response's TTL to clients via custom |
header that is specified as the parameteaiGacheTTL in this
example).Value of 0 is returned for nezacheable responses
Default:not set, response's TTL is not inserted into theoresp
header.

X_0s_header XaiCacheOS

When set, aiCache returns origin server IP and port number to cli
via custom HTTP header that is specified as the parameter (X
aiCacheOS in this exampleDefault: not set, origin server IP and
port number areat returned as part of response header.

peer 1.2.3.4

Identifies a peer another aiCache server that accelerates same wg
site. Default: not set, no peers are defin€&@r more information abou
peers pleaseadClustering aiCache

peer_prefix mysecretpeerprefix

Peer command prefi¥or more information about peers pleasad
Clustering aiCachéefault: xaicachepeer

cache cleaner_intervalN
hard_cache_cleaner_intervaM

Set cleaner run intervals, in seconsise chapter on aiCache Cache
Cleaner Logic.

keep_http10 [on]off]

Set it to enable/disable aiCache from overwriting HTTP/1.0 reque
to HTTP/1.1. When set to "off"j@ache rewrites the minor version ¢
HTTP requests which might speed up processing of responses frg
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origin serversDefault:set, HTTP/1.0 is not rewritten as HTTP/1.1

hdr_clip X -Forwarded-For

When set, aiCache will parses forwarded Client IP froouest's
HTTP header and log it in the access log file . See dedicated sect
on the subjectDefault: not set, no processing takes place.

refresh_hdr_clip

When set, aiCache-@btains (reparsesout) forwarded Client IP for
each request within a Keégive connection. See dedicated section
parsing of forwarded Client IP for more informati@refault: not set,
assuming aiCache is configured to process forwarded Client IPs,
will only do so for first request within a Kegfdive client connection
and euse it when logging subsequent requests within the same K
Alive client connection.

enable_http10_gzipon|off]
enable_http10 keepalive

These allow to override default treatment of HTTP/1.0 request.
Enabling either one is risky. See dedicated chaptdd TTP/1.0
requests.

fallback 4xx

When set, aiCache tries to serve stale cached response, if one is
available, upon receiving response with 4xx error code from Origi
Server. Default: 4xx returned back, instead of falling back to
previously cached respse.

count_4xx_as_bad

When set, aiCache counts 4xx responses from origin servers as |
(same way as 5xx responses are counted). This way you can
observe/monitor and alert on 4xx responses. Default: 4xx respong
are nod added to bad response stats.

disable _host_normalization

When set, aiCache preserves the original reques't Host header ca
then performs cassensitive match to defindtbstnames, cnames
andwildcards. Default: host matching is casaesensitive.

debug_request_cookie

When set andiCache running with-D" command line option,
diagnostic messages are printed out as aiCache parses out requg
cookies. Use it when troubleshooting coeketated issueefault:
off.

debug_response_cookie

When set and aiCache running witb" commanl line option,
diagnostic messages are printed out as aiCache parses out respd
cookies. Use it when troubleshooting coeketated issueefault:
off.

debug_ws_match

When set , ai Cache | ogs reque
matched to anof the defined websiteBefault: off.

max_sig_size

When request's cache signature (minus possigleookieand
sig_ug exceeds this value, request is declaredcamieableDefault:
1024 characters.
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decimate_log 100

When set, aiCache decimateguest logging by the specified factor
(for example, when set to 100, every 100th request is loggethult:
log decimation is disabled, every request is logged

decimate bad log 100

When set, aiCache decimates request logging by the specified fa
(for example, when set to 100, every 100th request is logiged)
response codes of 400 and high&zfault:log decimation is disabled
every request is logged
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Website-specific settings.

We <cont i websie" seftingssuchisettings are appable to a particular website, as opposed to the

global settings.Some of the parameters defined in thebsitesection might override thglobal settings of
same nameSome websitéevel settings always, in turn, might be overridden pgtterntlevel setings of same

name.

website

Beginswebsite (as opposed to global) section of the configurati
file. Required. Default: none

hosthamewww.acmenewscom

Value of Host: HTTP request header that matches this websitg
Required at least one hostname sentimust providedDefault:
none

Please note aiCache matches incoming request's Host header
hostnamein caseinsensitive manner.

logstats

When set, pewebsite statistics is collected and written out to a
dedicatedf i | e n a-hostdamé s it @ite&taygDefault:
perwebsite stats gathering is turned. éffease note that for
alertingto work, you must enable statistic logging logstats
directive.

min_gzip_size 4000

When specified, responsesth ContentType oftext/*** and
applcation/xjavascriptand of size equal or larger than the specif
number of bytes are compressadthe-fly.

Default: onthe-fly compression is disabled

fallback

Whenset if a refrestof acached response fails, the older
(previous)cachedversion if one is @ailable, is served back to the
clients (as opposed s&nding of arrrorresponsg Default:
fallback isdisabled error response is served when refresh f&iée
"Forced fallback" for an alternative solution.

httpheader hdr_name hdr_value
httpheader ......
httpheader ......

These, in addition to original request line, form request headel
cacheablédTTP/1.1requestsUse example configuration file as
guidance fowhat headers to configur&€he valus might contain
spacesYou can add an arbitnaheader to cacheable requedtsis
can be used to pr@uthorize requests when Basic authentication
used, etcOptional

httpheaderOhdr_name hdr_value
httpheaderO ......
httpheaderO......

These, in addition to original request line, form reqbuestder for
cacheable HTTP/1.0. requests. Use example configuration file
guidance for what headers to configure. The values might cont
spaces. You can add an arbitrary header to cacheable reqhest
can be used to pr@uthorize requests when Basiuthentication is
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used, etcOptional

healthcheck url match NN MM

When specified, each origin server for this website is sent dnhe
check request isfmarnt ciherdl d,orr di9

Such HC requests are sent every NN seconds and the sespast]
be obtained within MM seconds. In case of error (no response
within MM or response data t
origin server igemporarilydisabled Default: origin server health
checkng is disabled

disable_os_tag_hc

When specifid, tagged origin servers are not healtiecked.
Default:all origin servers health checked when healtcheck_url
defined.

conn_close

When specified, client Keegfllive is disabled for this website.
Default: client keepAlive is enabled.

origin 127.00.1 8888 1
origin static.acme.com 80

Specifies an origin server: DNS name or IP address, optional g
number and optional origin server tagequired. Default: none At
least one origin servenustbe specified for each accelerated
website.

max_log_fle_size

Enables sizéased log file rotation. Same meaning as in global
section, but applied to this particular websitefault: sizebased
log rotation is disabled.

maxkeepalivereq 10

When specified, client Keefllive connections are allowed to ser
up to this number of requests. Can be set at both global and W
levels, latter overriding formeDefault: 20

decimate_log 100

When set, aiCache decimates request logging for this website
the specified factor (for example, when set to 100, everth100
request is loggedpefault:log decimation is disabled, every
request is logged

silent_400

When set, aiCache does not send error responses in response
invalid/malformed/oversized requests. Instead it drops such cl
connections silently andistantly.Default: off, error responses areg
sent in response to malformed/oversized requests.

decimate bad_log 100

When set, aiCache decimates request logging for this website
the specified factor (for example, when set to 100, every 100th
requests logged) for response codes of 400 and highefault:
log decimation is disabled, every request is logged
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forward_clip [header name]

When set, aiCache forwards Client IP addresses to origin servg
a request headebefault CLIP is not forwared

0S_persist

When set, aiCache pins/persists clients to origin servers. See &
dedicated section on ClietS-PersistenceDefault: OS
persistence is disabled, request are fanned out across all of
available origin servers in accordance with configured lo
balancing metric and os tags. Not recommended for use with [
specified origin servers.

no_retry

When set, aiCache doesn't retry failed requést&ault: total of 3
attempts are made to obtain a good response in case of GET
requests, POST request® not retried

cache_auth_req

When set, aiCache allows caching of responses to requests wi
Authorization headers. In other words, presence of Authorizatic
header in request doesn't reset TTL t®@fault: such

requests/responses are not cacheaflk,i§ always set to 0.

sig_cookie

When set, aiCache adds value of HTTP request's matching cg
to the signature of cached response. This can be used to cach
serve different responses, for the same URL, based on a cooki
value. You can also setishat pattern levelatter overriding
former. Multiple sig_cookie could be specifiedhefault: cookies
are not used in cached response's signature.

sig_header

When set, aiCache adds value of HTTP request's matching he
to the signature of cachedsponse. This can be used to cache a
serve different responses, for the same URL, based on a head
value. You can also set this at pattern leRelfault: header values
are not used in cached response's signature.

sig_language

When set, aiCache adddwa of HTTP request's Acceptinguage
header to the signature of cached respohise.can be used to

cache and serve different responses, for the same URL, based
user's language preferen@efault: AcceptLanguage header is n(
used in cached response's signature.

sig_ua When set, aiCache adds value of HTTP request's Apent
header to the signature of cached responsie.feature can be use
to serve different respoes based on browser used by the client
Default: UA header is not used in cached response's signature.

ua_sig rewr When set, aiCache rewrites/reduces value of HTTP request's

Agent string and add it to the signature of cached respohee.
feature can be used to aomoodate for mobile clients/devices
Default: UA is not modified/used in cached response's signatur
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ignore_case

When set, aiCache makes signatures of cached responses for
website caeinsensitive , converting them to lower caggefault:
signatures are case sensitive

max_os_resp_time 4

When specified, responses from origin servers must complete
within set amount ofseconds. Overrides global setting of the sal
name Default: 10.

max_url_length NNN

When set, requests with URL length exceeding this limit are
declined (with 414 or silently dropped slilent_400is set) .
Default:no limit is emposed

ignore_no_cache

When specified, Xrocache headers from origin servers are
ignored, requests are not retried.

sig_ignore_body

When set, aiCache doesn't append cacheable POST request's
to the request's signature . Applied to all requests to this websi

cname bbs.acmenews.com
chame account.acmenews.com

Defines one or more @fiternative names for this websitas a
convenience measure . Do not abusedmetimes it is better to
create a whole new, different websitas then you'd have better
control over it and better view of its traffic.

Please note aiCache matches mow request's Host header to
cnamg(s) in casdansensitive manner.

wildcard media
wildcard images

Defines one or more of wildcard alternative names for this web
- as a convenience measure . Whitames (above) are matched
exactmatch fashionwildcard s are matched in partial manner . §
wildcard of mediawould match media0l.acme.com
mediafarm.acme.com , serverOl.media.acme.com and so on.
Please note aiCache matches incoming request's Host header
wildcard (s) in casdnsensitive manner.

cc_obey ttl When set, aiCache wont clear out fresh cached respdrsesilt:
CC cleans out fresh cached responsewhen there was no acces
since previous cache cleaner run.

cc_disable When set, Cache Cleaner logic is disabled for this website.

Default CC logic is enabled, subject to cc_obey ttl.

cc_inactivity_interval

Cache cleaner can remove cached responses that saw no acc
this many second®efault: set to same value as cache cleaner
interval

send_cc_no_cache

When set, aiCache sends "Ca&mntrol: necache" HTTP header|
in responses to requests with negative TTLs or when origin sel
response indicates that response should not be cached.
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send_cc_cacher
add_cache_control

When set, aiCache sends "Ca@antrol: maxage=NNN" HTTP
headeiin responses to requests with positive TTLs.

404 redirect_location

When set, aiCache redirects to this location when it receives 4
responses from origin servers.

500 _redirect_location

When set, aiCache redirects to this location when it receivess 5
responses from origin servers and/or when aiCache generates
own 500 response.

ignore_ims

When set, aiCache disregards conditionaMdfdified-Since
header in requests . No 304 responses are gendpatedlt: IMS
Is processed and 304 resporarsgenerated when appropriate.

max_os_ka_connections 2

When specified, enables kealive connections to origin servers
and limits number of such connections to the set number, per ¢
server Default: OS KA connections are disabl€uerrides global
setting .

max_os_ka_req 20

When specified, keeglive connections to origin servers are
limited to serving no more than set number of requests before
closed.Default: 10 . Overrides global settingSet to 0 to disable
keepalive connections tor@in servers

max_os_ka_time 5

When specified, keep alive connections to origin servers are
limited in to total duration (from open till final use and close) to
more than this amount of seconB=fault: 5. Overrides global
setting .

prefetch_url
/slowGetAdCall?page=home&area=top
100 gzip

prefetch_http_header AAA BBB
prefetch_conn_close

Prefetch response directive. See a dedicated section on respo
prefetching/preloading later in this guide.

alert_email support@a.b.c

When set, automatic weltsispecific alerts are generated and se
to this email addresefault: not set, no website alerts are
generated and all the alert setting below have no effect. Pleasq
that for alerting to work, you must enable statistic logging via
logstatswebsit-level directive.

alert_max_cache_entries 20000

When set, an alert is generated when number of cached respo
exceeds this numbebDefault: not set

alert_bad_resp_sec

When set, an alert is generated when total number of failed
responses from origiservers exceeds this numbé&refault: not set
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alert_max_bad _os

When set, an alert is generated when total number of failed ori
servers exceeds this numbé&refault: set to 0 so even failure of a
single OS causes an alert to be generated.

alert_req_sec_max

When set, an alert is generated when number of RPS exceeds
number Default:not set

alert_req_sec_min

When set, an alert is generated when number of RPS is less th
this number Default:not set

alert_os_rt

When set, an alert is geaged when origin server response time
more than this number (millisecondg)efault: not set

alert_client_conn_max NNN

When set, an alert is generated when total number of client
connections exceeds this numbBrefault: not set

alert_client_conn_min NNN

When set, an alert is generated when total number of client
connections is less than this numbBefault: not set

alert_os_conn_max NNN

When set, an alert is generated when total number of origin se
connections exceeds this numbBrefault not set

alert_humane

When specified, no alerts are generated between midnight and
local time.

alert_exclude_pat

When specified, current date/time is compared to the specifieg
patterns and if match is found, no alerts are generated.

leastconn

When specified, aiCache uses least connections load balancin
metric for this website. Please see a dedicated chapter on avai
load balancing metric (round robin, weighted distribution and leg
connections)

enable_https_os_ka

When set, aiCache edab HTTPS OS keeglive connections. By
default HTTPS OS keeglive connections are disabled, even wh
max_os_ka_connectionglobal settings set. Please test before
enabling in production.

fallback _4xx

When set, aiCache tries to serve stale cachedmsspif one is
available, upon receiving response with 4xx error code from or
servers. Overrides global setting of same name. Default: 4xx
response is served to the client, instead of falling back to previ
cached response.

count_4xx_as_bad

Whenset, aiCache counts 4xx responses from origin servers as
(same way as 5xx responses are counted). This way you can
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observe/monitor and alert on 4xx responses. Overrides global
setting of same name. Default: 4xx responses are nod added t
responsestats.

cache_4xx

When specified, 4xx (except 400) responses are cached in
accordance with TTL of matching request patt€afault: 4xx
responses are not cached.

ua_keep_pattern Windows/sXP
[keep|redirect]

ua_pattern Windows/sXP
[keep | redirect]

Requests with matching UsAgent string are accepted by aiCac
for regular processing, while ngnatching one are directed. See
section on UAbased redirection for more informatidamefault: no
UA-driven redirection takes place.

ua_ redirect_host

Specifies the host to redirect roratching UA requests to .
Default:no UA-driven redirection takes place. However this setf
must be provided if ua_keep_pattern is specified.

ua_keep_cookie [cookie name]

Configures aiCache to issue a cookie teatnline UAdriven
redirection processindpefault: cookie name is set to xaikeeperu
Set to "disable" to disable UA cookie processing.

ua_redirect_host_only

Configures aiCache not to send the original URL in the redirect
response Default: original URL is appended.

ua_keep_length

Configures aiCache tkeeprequests whose Uségent headers ar|
shorter than certain length. To configure this, isetkeep_length
value at website leveDefault: disabled.

recheck ua keep cookie

See section on UMasd redirection for more information.

Pattern settings.

Within the website section is locatedhe pattern sectigncontaining definitions of what constitutes
cacheable or nenacheable content. We dedicate a separate table to explanation of the paramitis
section. Some settings in the pattern section may override both global and Jesfesisettings of same name.

pattern patexact|simple|regexp TTL
[ignore_query] [no_log]

Identifies new patterrmat c hpa® ,t @ efi f o rsimpled e X
"regexpP matching . TimeTo-Live (caching time) is setto TTL .
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All of the above must be in a single
line.

TTL is specified in seconds or, to simplify, you can end the TTL's
value with "m" for minutes, "h" for hours or "d" for days.

Specify negativd TL to disallow downstream caching.
When ignore_querys specified, query parameters are ignored whg
forming cached respons@nature(see separate explanation later in

this document).

When no_logis specified, matching responses are not logged in
access log file (log suppression).

Default: query is not ignoreand is used as part of cache signature
requestsesponses are logged

ignoreparam paraml
[ignoreparam param2]

Identified parameter (namgxram) is removed from cached
r es p o grataré (see separate explanation later in this documy
Multiple ignoreparamlines can be provided, each with a different
parameter name.

Default: no parameter is remov&dm request's query string.

param_partial_match

When specifiedignoreparanparameter name matching is partial. U
it with care, but it has potential to speed up matching and remova
ignoreparamsYou can also use it to remove parameter that have
semirandom names with a common prefiefault:ingoreparamsare
matched by exact atch.

request_type both

Can begebepbshbt aathi. Default:pattern is matched to
GET requests only, POST requests are not matched by default.

Ottl_cookie customer_id

When specified, presence of a cookie with the specified name in ¢
reques will disable caching of the request, even when pattern mat
indicates nofO TTL. More than one can be specified.

Default: cachingbusting cookies are ignored, TTL is determined by
pattern matching alone.

Ottl_cookie_pat SESS.+=

When specified, presence ofratching pattern in requéstCookie
heademwill disable caching of the request, even when pattern matg
indicates norO TTL. More than one can be specified.

Default: cachingbusting cookigatternsare ignored, TTL is
determined by pattern matching alone.

pass_cookie cookiename
[pass_cookie cookienamg?2

When specified, cookies with the specified names are stored in th
cached response (allowed to pags®ugh from origin server to cachg
responses).

Default:cached responses never containGabkies, these are alway
filtered out, even when origiserver responses have-Setokie




aiCachev 6.260
UserGuide

www.aiCache.com

nicncm:‘li Get your life be
61 E

2 @0LQaiCache, Inc .

headers.

redirect_location
http://promo.acme.com

When specified, matching requests receive a 302 redirect respor
with the specified location provided in Location: hea@efault:
redirect is disabled

redirect_5xx

When specified, matching requests that result in 5xx error during
processing, receive a 302 redirect response, with the specified 10(
provided in Location: header. Overrides webtatee| error redirects.
Default:redirect_5xx is disabled

redirect_4xx

When specified, matching requests that result in 4xx error during
processing, receive a 302 redirect response, with the specified 10(
provided in Location: header. Overrides webateel error redirects.
Default:redirect_4xx is disabled

0s_fag tag_number

When specified, matching requests are to be filled only from orig
servers that have matching origin server tagfault: origin server
tagging is disabled, all origin servers are eligible. Tag number mu
nonzero. There must be anlaast one origin server defined with
matching tag, aiCache does not enforce this check. Tag_number
be less than 254.

decimate os_tag tag_number

When specified, matching requests are to be filled, in decimated
fashion, only from origin servers thiaave matching origin server ta
For example, when set to 10, every tenth request will be filled fror
OS with matching OS Tag, all other matching requests will be fille
from fr e Daiaulatagged d@8mation is disabled.

block When specified,matching requests receive a 403 Forbidden respg
Default:block is disabled

label A way to assign a descriptive label to pattern. The label will be
displayed in the pattefievel statistics display and made available V
SNMP.Default:no label

drop When specified, matching requests are silently and immediately

dropped, without any error response being sent to requesting clie
Default:drop is disabled

ua_redirect Windows/sCE
http://mobile.acmenews.com

UserAgentbased redirection rules. Wh#re regexp pattern matche
UserAgent HTTP header, client browser is redirected to
http://mobile.acmenews.com

The match pattern must be in regular expression format (this is d
to accommodate for possible spaces in User Agent strings).

fallback

Whenspecified, matching requests are served stale cached resp
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(if one is available) when refresh of a cached responseaifault:
aiCache serves error response when refresh Pddase see "forced
fallback mode" for an alternative way to serve eohivhen origin
servers are down.

match_http_only Pattern wonodét match unl ess cl

match_https_only Pattern wonodét match unl ess cl

match_min_url_length Pattern wondét mat ch ulodg®sfailt bR
set.

match_max_url_length Pattern wonodét match unl ess UR
Default: not set.

add_body_url_length Length of requestés body, if

purpose of matching tmatch_min_url_length and
match_max_url_length. Default: not set request body is not
accounted for in comparing to min and max URL length

rewrite from_pattern to_string

When specified, matching requests will have their URLs rewritter|
and possibly redirectetkom_pattern is regexp basedo_string can
usebackreferencessee dedicated section on URL rewriting and
redirection for more information.

rewrite_http_only
rewrite_https_only

When specifiediewrite is performed only for matching connection
type, HTTP or HTTPS. Can be used to rewrite from HTTP to HTT]
and viceversa, without causing a rewrite loop. Alternatively, you ¢
usematch_http_only or match_https_onlypatternlevel settings (se¢
above).

conn_close

When specified, client connection is @dsafter serving of matching
requests . Use it to reduce number of open connections when you
know you serve "onéimer" requestsDefault: unless Connection:
close is specified in request, connection isised in KeegAlive
fashion (more requests/respomse allowed to be served over such
connections).

retry_min_resp_size
retry_max_resp_size

When specified, responses to matching patterns are checked to
response size is less than min or larger than max setting. If it is ,
aiCache will retry theaquest up to 3 times trying to obtain a prope
sized response. Should all 3 attempts fail, the failing response is
returned ass, unless a previous , stale, cached response is availa
in which case the stale response in served insisfdult:no sze
checks are enforced on response bo@ee."Forcing Retries" sectio
later in this document for more information on this feature.
















































































































































































































































































































































































































































































































































































































































































































