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aiCacheEnd User License Agreement.

THI'S 'S A LEGAL AGREEMENT ( A1AGRERM¥MMTHE (BETWERERSOR®)J. APLEASE READ THI S
CAREFULLY. BY INSTALLING AND/OR USING THIS SOFTWARE, AS A RESULT OF PURCHASE AND/OR TRIAL DOWNLOAD, YOU AGREE,
ON BEHALF OF YOURSELF AND YOUR COMPANY (COLLECTI VELY AETERNESNMSIEEGNDITIONSO BE
OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, YOU ARE NOT PERMITTED TO USE THE SOFTWARE.

1. License Grant. Licensor grants to Licensee a worldwide, nonexclusive, nontransferable, royalty free license to use the aiCache software (the
ASoftwareodo). Licensee is permitted to make a singl e copyabovéorashpemitddyt war e
applicable law, Licensee will not: copy, in whole or in part, Software or any related documentation; modify the Software; reverse compile, reverse

engineer, disassemble or reverse assemble all or any portion of the Software; rent, lease, license, sublicense, distribute, transfer or sell the Software; or

create derivative works of the Software. Licensee obtains no rights in the Software except those given in this limited license.

2. Ownership. The Software, any related documentation and all intellectual property rights therein are owned by Licensor, its affiliates and/or its
suppliers. The Software is licensed, not sold. Copyright laws and international copyright treaties, as well as other intellectual property laws and treaties,
protect the Software. Licensee will not remove, alter or destroy any copyright, proprietary or confidential notices placed on the Software or any related
documentation. Licensee agrees that aspects of the Software, including the specific design and structure of individual programs, constitute trade secrets
and/or copyrighted or patented material of Licensor, its affiliates and/or its suppliers. Licensee agrees not to disclose, provide, or otherwise make
available such trade secrets or material in any form to any third party without the prior written consent of Licensor. Licensee agrees to implement
reasonable security measures to protect such trade secrets and material.

3. NO WARRANTIES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW AND SUBJECT TO ANY STATUTORY
WARRANTIES THAT CANNOT BE EXCLUDED, THE SOFTWARE AND ANY RELATED DOCUMENTATION ARE PROVIDED TO LICENSEE "AS
IS." LICENSOR MAKES NO WARRANTIES, EXPRESS OR IMPLIED, AND EXPRESSLY DISCLAIMS AND EXCLUDES TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW ALL REPRESENTATIONS, ORAL OR WRITTEN, TERMS, CONDITIONS, AND WARRANTIES,
INCLUDING, WITHOUT LIMITATION, IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
SATISFACTORY QUALITY AND NONINFRINGEMENT. WITHOUT LIMITING THE ABOVE, LICENSEE ACCEPTS THAT THE SOFTWARE MAY
NOT MEET LI CENSEEG6S REQUI REMENTS, O P ETR-X AEY CRRR.ERRORB EERPROBLEMS, DEEDD SO
ACCURATELY. LICENSEE USES THE SOFTWARE AT HIS/HER OWN RISK. This Agreement does not affect any statutory rights Licensee may
have as a consumer.

4. EXCLUSION OF CONSEQUENTIAL AND OTHER DAMAGES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO
EVENT WILL LI CENSOR, I' TS AFFI LI ATES OR I TS SUPPLI ERS BE LI ABLE TO LI CENS
damages of any kind including, WITHOUT LIMITATION, DIRECT, CONSEQUENTIAL, SPECIAL, INCIDENTAL, OR INDIRECT DAMAGES OF ANY
KIND ARISING OUT OF THE LICENSE OF, USE OF, OR INABILITY TO USE THE SOFTWARE (INCLUDING, WITHOUT LIMITATION, DATA LOSS
OR CORRUPTION, ECONOMIC LOSS, LOSS OF ACTUAL OR ANTICIPATED PROFITS, LOSS OF CONFIDENTIAL INFORMATION, BUSINESS
INTERUPTION, LOSS OF PRIVACY, FAILURE TO MEET ANY DUTY OF REASONABLE CARE OR NEGLIGENCE) EVEN IN THE EVENT OF THE
FAULT, TORT, STRICT LIABILITY, BREACH OF CONTRACT, BREACH OF STATUTORY DUTY OR BREACH OF WARRANTY OF LICENSOR, ITS
AFFILIATES OR SUPPLIERS AND EVEN IF LICENSOR, ITS AFFILIATES OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES OR SUCH DAMAGES WERE FORESEEABLE. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTIAL OR CONSEQUENTIAL DAMAGES SO THE ABOVE EXCLUSION OR LIMITATION MAY NOT APPLY.

5. LIMITATION OF LIABILITY. TO THE MAXI MUM EXTENT PERMI TTED BY APPLI CABLE LAW, I'N
LIABILITY EXCEED THE LICENSE FEE PAID BY LICENSEE OR US$5.00, WHICHEVER IS GREATER. THIS LIMITATION OF LIABILITY AND
RISK IS REFLECTED IN THE PRICE OF THE SOFTWARE. NOTWITHSTANDING THE FOREGOING, NOTHING IN THIS AGREEMENT SHALL
EXCLUDE OR LI MIT LI CENSORO6S LI ABILITY TO LI CENSEE FOR ANY LI ABILITY THAT
EXCLUDED OR LIMITED.

6. INDEMNIFICATION. BY ACCEPTING THIS AGREEMENT, LICENSEE AGREES TO INDEMNIFY AND OTHERWISE HOLD HARMLESS
LICENSOR, ITS OFFICERS, EMPLOYEES, AGENTS, SUBSIDIARIES, AFFILIATES, SUPPLIERS AND OTHER PARTNERS FROM ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES ARISING OUT OF, OR RELATING TO, OR RESULTING
FROM LI CENSEE6S USE OF THE SOFTWARE OR ANY OTHER MATTER RELATI NG TO THE

7. Termination. Licensor may immediately terminate this Agreement and the license granted hereunder if Licensee fails to comply with
the terms and conditions of this Agreement. Upon such termination, Licensee must immediately cease using the Software, destroy or delete
all copies of the Software and upon the request of Licensor, certify the destruction or deletion of the Software. Licensee may terminate this
Agreement and the license granted hereunder at any time by destroying or deleting all copies of the Software. ALL DISCLAIMERS,
LIMITATIONS OF LIABILITY AND ANY OTHER PROVISIONS INTENDED TO SURVIVE TERMINATION WILL SURVIVE ANY TERMINATION AND
CONTINUE IN FULL FORCE AND EFFECT.
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8. International Trade Compliance. The Software and any related technical data is subject to the customs and export control laws and
regulations of the United States ("U.S.") and may also be subject to the customs and export laws and regulations of the country in which it is
installed.

9. Governing Law. The laws of the State of Nevada, United States, without regard to conflicts of laws principles, govern this Agreement.

If applicable law does not permit the parties to agree to the governing law, the laws of the country in which Licensee installs or acquires the
Software govern this Agreement. To the extent permitted by applicable law, any dispute arising under this Agreement or relating to the
Software shall be resolved by a court of proper jurisdiction in Nevada, United States. Licensee and Licensor irrevocably submit to the
jurisdiction of such courts and waive any and all objections to jurisdiction a party may have under applicable law. Notwithstanding the
foregoing, if the Software is installed or acquired in the nPaoelatlingtos
the Software shall be resolved by binding arbitration, held in Las Vegas, Nevada, United States, under the Judicial Arbitration and Mediation
Services (JAMS) International Arbitration Rules.

10. Legal Effect. This Agreement describes certain legal rights. Licensee may have other rights under applicable law. This Agreement
does not change Licenseeds rights under applicable |l aw if such | aws

11. Miscellaneous. Thi s Agreement constitutes the entire agreement between
the Software, superseding any prior agreement between Licensor and Licensee relating to the subject matter hereof. Any change or
modification to this Agreement will only be valid if it is in writing and signed on behalf of Licensor and Licensee. A failure by either party to
enforce its rights under this Agreement is not a waiver of those rights or any other rights it has under this Agreement. The parties disclaim
the application of the United Nations Convention on the International Sale of Goods. The terms of this Agreement are severable. If any term is
unenforceable for any reason, that term will be enforced to the fullest extent possible, and the Agreement will remain in effect. The Software
and any related technical data are provided with restricted rights. Use, duplication, or disclosure by the U.S. Government is subject to the
restrictions as set forth in subparagraph (c)(1)(iii) of DFARS 252.227-7013 (The Rights in Technical Data and Computer Product) or
subparagraphs (c)(1) and (2) of 48 CFR 52.227-19 (Commercial Computer Product i Restricted Rights), as applicable. To the extent permitted
by applicable law, Licensee may not assign this Agreement, and any attempted assignment will be null and void. aiCache, the aiCache logo,
and other aiCache names and logos are the trademarks of aiCache Technology LLC or its affiliates.

12. Contact Information. Any inquiries regarding this Agreement or the Software may be addressed to Licensor contact found on the
website, www.aicache.com.

Repu
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Introduction to aiCache.

Before we can discuss the numerous benefits and advantages aiCache has to offer, let us spend
quick minutegeviewingtypical web sitesetup and associated challenges

Typical web site setup overview.
A typicalinfrastructuresetupof an Internetveb sitemight containthe following major components:

- Web Servers - such as Apache, MicrosdftS andsimilar. This component isequentlyc al | ed a
far mo . The reason for havi ng& asailabiliynSingleweboservecrbatsae s
single point of failureand typicallyis not capable of coping with significaatnount of veb requestslt is not
uncommon to seeebfarms composed eohanydozens ofveb serves. Theweb servesreceive HTTRequests
from endu s ewelbbsowsers and serddTTP responsedack, in the form of either static filesuch as images,
Javascript, CSSr dynamically genetadresponse These serverarec a | | e d sefivers hemncefartid, as it
is where the Web conteatiginates

- Application or Middleware Servers for example,JBoss App Server, Tomcat Web Contatn&EA
WebLogic, IBM Webshere or custemritten softwareThese serverexecutebusiness logic functions such as
customer profile editing:endering of a log page product search, shopping cart functionality etc. The reason
for having a number of these servares i mi | ar t o t hwebsevew.r Af ar mi ngod of

- Back-end Servers such as Database Serveesg( MySQL, Oracle, Microsoft SQL Server). This is
where persistent information, such a&sistomer profiles, product information message board
editorial contentetc might be stored.Sometimes information store is not a Database, but a file system, such a
NFS (prevalent in Unix/Linux emronments) or CIFS (MFST Windowsased setupskrequently the database
itself might be partitioned ("sharded"), resulting in multiple database servers.

- Shared file store such as NFS or CIFS file servers or filers. This is frequently used to shareonomm
files - configuration, binariestaticweb content, backup data.

- Search engines/appliancesuch as Google, Sphinx, Lucene, Fast etc . These are used to execute seal
requests against site's content, Blagser posts etc.

We are not mentioning ather importantnfrastructurecomponent the network. It typically encompasses
uplinks, routers, firewalls, load balancing HW and network switches. We assume that network capacity
performanceacross, is sufficient to support required traffic volume.

! Java, Sun, Solaris are registered Trademarks of Sun Microsystems Inc; Weblogic is registered Trademark of BEA Ir
Websphere, AlIX are registered Trademarks of IBM. Apache  rt3akBomcat are registered Trademarks of Apache Software
Foundation; Oracle is a registered Trademark of Oracle Inc; IIS, SQL Server are registered Trademarks of Microsoft Inc;
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Rather frequentlyapplicationserver functionality i$iembedded right into web servers Examples include
Tomcat (servlédSP containe)y, Apache/PHPwhen PHP interpreter is embedded into ApachH8/ASP
(Microsoft ASP)andColdFusiorvia the web serverannector.

Someweb sites includecustom baclends. For example, web site dedicated to newsight rely on
proprietary systems that provide some kinesheivs wiresAPIs, a web site servinignancial quotes might rely
on market data feeds and sa on

There are, of course, much simpheb sitesetups than that, typically consisting of a singkb server
Thisweb servemight coreside (share hardware) with database software and restiB-im-d" setup

Common challenges facing web sites with heavy traffic.

Whensubjected to heavy user traffitypically manifested by large number of requests and simultaneous
client connections,the commonweb sitesetupas described in previous sectibas a number of associated
issues

Enduser experience suffergspecially withdynamically generated contenivhich is often slow to
generate and stresseall or most of components of the infrastructurei from web serves toapp serves to
the backend atabases

It is not uncommon to see scenarios where dynamigmheratedveb pages take a few seconds to be
generated on the fly, requiring creating of new process on web servers, compilation of code and/or instantiat
of hundreds of new objects on app servers and execution of multiple, fairly expensive queiBeside.bven
when serving static content off a file system, the resulting disk 10 might place heavy burden on web serv
Imagine having to serve hundreds of requests per second, each requiring similar resources and you can €
see why and how web sitegght get slow omelt downoutright

Quite often he majority ofstatic anddynamically generated content is the samesignificant percentage
of web sitevisitors, butthere isno way to share it across different users satisfactory and flexible way

The logic that drives content generatiaften relies on aprocessper-request mode] meaning a new
systemprocesfhreadneeds to be established and maintained for each reduestplaces aheavyburden
across infrastructure, requiring increase imbar of servers and associated spend on p@eeling, space and
maintenanceHigher server CPUloads and increasingmemory utilization, resulting from such dedicated
processperrequest architecture routinely bring even most powerful servers to theis,kresulting in untold
hours of downtime, unhapmsers decliningcustomer retention, shorter siisits and lost revenues.

Quite frequently the web servers, already busy processing user requests, are also taskd@d Rsth
traffic encryption, a very CRU-intensive activity.

Some siteslo not scale horizontally due tobackendor otherlimitations and simply cannot be made to
scalebyaddi ng extra HW, without going through major
or money in budgstto allow for such overhauls.

In order to tackle th@erformance problemsll too often companies first resotb buying more HW i
more web servers, more application servers, database servers and so on. Often at quite a steep acquisitiol




aiCacheV 6.140 g el /| Get your life be
15 :

UserGuide ,
www.aiCache.com 2 eQ@laiCache, Inc .

and at ever in@asing expense and run rates resulting from having to manage ever growing environmen
expand existing or move to new datacenters, acquire more power and cooling capattitg egte common

to see situations when existing datacenter or hosting cagapacity is exhausted and then expense grows
ever more out of control

Faceal with numerous limitations (spend, space/power/cooling in datacgctarganies frequentlgshare
servers between differentelvsites and applications. It exceedingly hard to catrol quality of code in the
time of smaller TTM requirements and as a resultfaulty code may bring down a number of web sites and
servers It could be as simpldirectasoverloadingof the servesthat the faulty code is running on (along with
all othe applications sharing the same server)nalirect by stressing oubackenddatabasesystem that is
shared with other application.

When t her e 6 ssuctaacomplext shageavebi satup (it is not uncommon to see hundreds of
servers i nengrsavaysdme oDilzetbasiestsites),it is often hard to pinpoint the problem
application due to limited instrumentation available in applications/cotlee simple question ofwhich
application isrunning slow andbringing the sitedown right nev?" becomewery hardto answerRerting to
complete restarts of @b farms is a common attempt at remediaiioonly to see thaveb serves go down
almost instantly with no easy way to identify just what is ailing the sstdrestore the service

Whenand if the culprit is finally identified, itstill is very hard to isolatedisable the failing application
to let other applicatiosito stay up due to inevitable intelependencies.

It is equallyhard to have upto-the-second information on current traffic: volume (regests pese®nd,
bytes in/out, different request types), distribution across web sites (which one is being hit the hardest, wha
the spike ?) and response times for different applications (which oneswest login, product searghnews
search etc?)While a limited subset othis information can be distilled from log files collectedvesb serves,
it is a time consumingall-handson-deckprocess that iseverreaktime.

Heavy traffic sitegoutinelyservemillions of web equesta d ay ( fi hi dtesvéry largiayg filesg e n
that are then processed faarious purposes. Due to the sheer size of these log fibgsfile management
becomes amnpleasant choreand all too often web serves simply run out of disk space and stopveeg
requests

It is not uncommon for hackers to targetb servesn their attacksProprietary and widely ranging
architecture of web sitesmake it much harder to maintain adequate security Security holes are often first
discovered and exploited by tars, leavingveb siteowners to wait for days or wegkor security patches to
be issuedy respectivesoftware vend®
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aiCache to the rescue.

Let 6 s c papudarndwsweb site Most ofwebpages on such wedites typically containinformation
that is updated (published) quite frequently throughout theldayder toguarantee freshness of content, pages
arelikely to be generated dynamically upon request. Tagponseayeneration process is typically slcand
consumesesources on web sergeapp anddaabaseserverslike.

Yet even with these seemingly netop changes and breaking news to deliver, it can be showmdisat
pages can be cached for sonpeeriod of time (from few seconds to fewminutes or more), still keeping the
content sufficiently fresh, while greatly enhancing engser experience ardtamatically reducing the load on
overallweb siteinfrastructure.

Same can be saaf most types ofweb sites on the Internet:

1 Communiy and social networkingites T where 95% of accessis readonly, such as reading of
message orblog posts browsing of user galleriedr popular profile on a sociaktworking site. Each
view of these items typically requires establishment dfeant connection, spawning of a process on the
web servelnd application server, interpretation and execution of some le@gionnection talatabase
server, a number @QL queries often resulting in numerouwdisk 10 andphysical readyefore the end
result is obtained, processed and send to the requ¥glole absolute majorityo f content
changed since it was requested by a previeesser somemilliseconds ago, it is regenerated anew for
eat and every requestThis type of content is a perfect candidate for cachimgtead of generating
this cantent anew for each visitor.

1 BusyE-commercesites where users brovegpopular items before selecting some into a shopping basket
and checking outAgain, most of the activities are readly access to assorted product data obtain
description, picturg customerfeedback andnventory ofdifferent producs. These donot
frequently at and should be cached instefacgeneratingpageson the fly

1 Mediaweb sites that offer access to popular videosften seeing tens of thousandsviditorstrying to
access a particular vi de o juswfew minute, gegecaeng exdcilyithe a |
type of traffic capablef melting down evenargest web sitesAgain, the pattern is very commaora
pageis displayed with some basic mesda about a particular videmay be along with user commest
and ratings the screen is identical for each and every user that is trying to view the actuallVigeo.
type of content, too, ia perfect candidate for cachingnstead of generating thicontent anew for each
visitor.

1 News or news aggregatioweb sites, servingeditorial contentjnews wirestories financial market
quotesor blogsto visitors. On a day whera major story breaksvorld sporting records brokenor
financial markets seea major move, such web sites are likely to see a very significant increase ir
traffic, as visitos flock to thesite'shome pageread news articleyjiew stock quotes,searchfor news
moving themarketsetc. Being able to cache these typepaedor just a few seconds often means a
difference betweea healthy website with brisk response times and a total meltdown.

aiCacheis a web site and web application acceleratigmoduct. It takes these basic ideafscaching
frequently requested contesntd brhgs them to the next level. Alongith enhancing endiser experience and
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dramatically slashingpad on and requiremesto, theweb siteinfrastructureaiCachedelivers much richer set
of features and functionality that is not available with any gbheducts- we shall explain these in great detail
laterinthisguideai Cacheds heritage can be traced back to

aiCache is placed in front of traditional web servers. As a result of such placement, aiCeapablis of
intercepting and responding to user requests before they ever hit origin web servers, App or Database sen
helping to solve or mitigate most of the typical issues mentioned previously. In other words, by deployir
aiCache gu canaddressmost, if not allof yourw e b  siolileen$ & a minute fraction of cosbmpared to
bruteforce buymore HW approach or equally expensive and time consuming code changes and site redesign

The most noticeable benefit that deployment of aiCache offehe iability to cache frequently accessed
content, so that t he r-éppuSeraersi Bd@k exn do f S efirWeebr s®e ri
frequently. It results in dramatic improvements in terms of web site performance and tremendous reduction
load acrossall component®f your infrastructure.

aiCacheis a Linux applicationcustom writtenin C for maximumperformance and flexibilitylt runson
most popularand ubiquitoud.inux distributions It utilizes theEPOLL mechanism, available only onmiix,
that offers unmatched scalability and performance for network IO, translating to ability to serve tens
thousands of simultaneous clients off a single server (solving the famous C10K dilemma) with zdrally
overhead. aiCache is right-threadedapplication, utilizing a very limited number of threadgrocesses)
typically well under a dozerto do most of the processing-his is in striking contrast to some other products
that rely ona single process darge pools oprocesses dhreads, déicating a thread to each client request, a
design that doesn't scale in our opinion.

Test results show that under favorable conditions (fast clients, smaller, cacheable respdficiest
network bandwidth single aiCacheinstance running orntel(tm) Nehalemprocessor systens capable of
servingmore thar260,000RPS that'saroundl billion requests per hour!

And lastly, aiCachei s devel oped by a t e amof debigningd Buildihgeamadr ¢
mai nt ai ni ng s o merwebfsited aneompassing pleftysmudh e\ery single imaginable type of

web siteand web technologyit is from this experience aratcasional frustrationshat features of the product
were conceived, developed and refifiearather distinguishing featuradeed

aiCache features at a glance.
Dynamiccaching &sharing ofwebcontent,including GET and POSiiequests
Ability to function as HTTPS end point, forwarding decrypted traffic to origin servers.
Excellent scalability and high performance, testeeximess 0£60,000 RPS.

1
1
1
9 Flexible document freshness control, includiogokiedriven control.
1 Cluster support run a centrally managed set of aiCache servers.
1

Clusteraware o-demandesponsalriven cache expiration
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Fallback mode to keep your site wgea in case of backend failures
Origin-ServerOf-LastResort feature, to further help server trafficase of backend failures
Selective log suppressi@amnd decimation.

Automatedime or sizebased log file rotatian

Three different ways to monitaiCache clusterawareCLI, Web and SNMPwith extremely rich set of
statistics available.

Full support for egular expressianfor pattern matching

Feature rich command line interface (CLi)Il set of statisticsinventory check, document expiration
andremoval, log file rotation ananuchmore

Load balancing ofequests acrossrau mb e r o fwebfservesiwgh 3ndifferent load balancing
metrics supported

Monitoring health oforigin serversjncludingcontent matching
Response preload/pfetch.

Security features, including clusteraware comprehensive, mulayered defense against Denadi
Service attacks arrotection against malformed requgest

RAM-based caching for unsurpassed response tmn€ache generates almost no disk 10.
UserAgentbased redirection

Built-in comprehensive Health Monitor

Configurable orthe-fly compression

Advanced alerting warns you before there's user impact

Extend aiCache with usg@rovided logic via aiCache pltigs.

And many moraunique features that vehallcover in depth in this document
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Document Conventions.

Throughout this document, yaill see examples of operatisgstem commandsiCachecommand line
interface(CLI) commands, snippets from configuration files, and screen capkmesand colorchangesare
employedso thatthese coulde clearly distinguished from the surrounding text.

We usetermsuvisitor, user, and customéo refer to web site visitors. Sucisersvisit websites bydirecting
their web browsers (Internet Explordfirefox, Chrome, Opra, Safarietc) toURLs that are hosted by web
Sites.

We use term forigin (web) served t o  rwebf servg(s) tthat are bein@cceleratedby deploying
aiCache

We usetermsfiweb documeidt "response'to refer to files stored gror content generadl by,origin web
serves and subsequently requested bgbs t e 0 s Swdh svébtdacuntentsr responsesinclude, but are
not limited to,dynamic pages generated using J&#Vlet PHP, .Net and other technologies, st&itML,
JavaScriptContentstyle sheets, images in various formats, PDF,fiéssh animationstc.

We usetermficacheable r equ e st / r e srpspomseshat can e cached/shared di®ache
Opposite to such requests a€eTTL", "noncacheablé requests/responseshesecannot antbr should notbe
cached because they contain private data or because caching these doesn't siffaifiaaptbenefits.Yet, as
you shall discoveraiCacheoffers significant benefits even for traffic that cannot be cached. Some of the
benefits include request/response and connection offloadasponsepreload/prefetch and reaitime traffic
reporting and alerting.
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Key new features in aiCache V6.

Comparedo prior versions, version 6 of aiCache offers following key new features antiteene

T

Support for HTTPS. Now you can have aiia manage HTTPS traffic, while, optionally,
communicating via HTTP with origin servers, relieving them from encryption chores and
administration overhead.

Support for customer logic via flexible, yet very yds code, plugin architecture. Now you can
have arbitrary number of your own plugins examine incoming requests and tell aiCache to dro
redirect, rewrite, change the TTL of requests or provide complete response bodies. aiCac
automatically collects anakports all of the plugin statistics, without having to code for it.

Better scalability on mukcore systems with more than 4 CPU cores. aiCache has been tested t
over260,000Keep-Alive client req/sec. While very few sites ever will push this kind affit, but
massive scalability is there should you ever need it.

Multiple listen ports, both HTTP and HTTPS, can now be specified. You can tie a listen port to :
website or still have aiCache tie incoming requests to website via regular logic.

Support for'origin servers of last restr. Now, in addition to regular aiCache failback feature, you
can try filling cacheable requests against dedicated cergplita servers, should attempts to
obtain responses from regular origin servers fail.

Increased set afollected statistics, at global, website and pattern levels. As usual, you can see tf
stats via Web, CLI and SNMP interfaces.

Version 6 supports V5 configuration file syntax, so it is a simple-dropplacement. A number of V6
specific settings have be added, explained later in this Guide.

Effective Jan 2010 aiCache Ltd stops all new feature development for V5 of aiCache and places V5 ir
maintenance mode, where veentinue toaddress minor bugshNe recommend all of our customers to
commence testingf aiCache V6 in their setups.
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Example Web Site.

As we discussfeatures and configuration aiCache we shall refer toa fictional web sitesetup, so that
settingscommands and configuration files reftto throughout the rest of this document mail@esense.

This fictional web siteis www.acmenews.corh The AcmeNews is in the business of providing news to a
large number of useré\cmeNews prides itself in being first to most stories, entertainmentamdial, aiming
to have shortest story publishing tinome content on the site, such as breaking newsectn frontsis
refreshedrather frequentlyi every minute, to stay up to date. Some other content is more static and is onl
refreshed once arohr, once a day and once a week.

AcmeNews suppostcommunity featurg allowing users to comment on aléis. When a page (news wire
story, editorial content etc) is displayediser comments are shown below the actual stacgneNews prides
itself in allowing its users to enjoy retime discussion thread updateas soon a new topic or a response is
posted, the content updates to reflect the changes.

In addition to dynamic content, theety contenincludeslarge number oflavascript files, CSS files and
images, with file sizeranging from 50B (for simple ongixel images) to 50KB for someJavascripfiles and
higher qualityimages

Internally the site is composed of a number of origin servers (the web farm), with the names
www1.acmenews.conwww?2.aanenews.comand so on, to be able to cope with large number of Web hits the
site gets. The exact mechanism used to load balance user requests across origin servers is not impo
Examples include: multiple DNS A records or CNAME aliasing, combined awvittamic DNS service, such as
Dynect or similar, load balancersuch as F5, A10, Netscaler, Alteon, HA Proxy etc.

All of the content served fromww.acmenews.coms deliveredvia HTTP protocol, as opposed to the
secure form of it, HTTPSAt the same time AcmeNews maintains subscriber profiles dersuthat want get
access to paidubscriptions. In order to allow users to signfor these services in a secure fashion, a separate
secureweb serveis setup with tb name okecure.acmenews.conThis server usedTTPSto communicate
with the subscribers, encrypting al/l the traffi
information is protected while in transit.

Business Development has been busgkinig of more features to add to the site, to attract even more
visitors - things like user comments on news articles, dedicated message boards, video section. A dedicz
mobile web site is also in works, aimed at attracting mobile clients.

Yet as the poplarity of the AcmeMws grows, resulting in more page viewager number ofunique
visitors and longer visits the site finds itsresponse time starting to climb ahdoad on al | 0
infrastructure components increasing. Outages become altegoeit. Environment footprint keeps growing
with more and more servers going into the racks, requiring more expense for HW and SW purchases, additic

2 Any resemblance to real web sites is unintentional.
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space, power and cooling. Bexent hr owi ng money at the problemed®e
a feeling that a radically different approach is in order as the current path is not sustainable.

And this exactly when the technology team, after days of reseathrainstorming comes up with an
i dea andl & a&achemtens the scene.

Prerequisites.

Understanding your Web Setup.

As the product ivery easy to install and configure, chances are you will not need any speciaBasip.
understanding of theveb site setup ishelpful. Typical questions that arise during the installatibrmi€ache
include document freshness criterias in what can be cacheand for how longorigin server configuration
(what are theveb serves that run the site and how is user traffic directed at them: DNS, load balaauers)
cookie/sessiomanagemenssues.

You might elect to install our product yourself, which requires some fairly basic Linux knowledge.
Alternatively, you can contact us for a quote on Professional Service engagentemtkey package aimed at
helping you to get up and runnindrasght from the source .

Server Platform.

You needto have or be ready to obtair6d bit platform - Intel or AMD, to run our product oraiCache
requires Linux OS andlmost any 64 bit distribution will do. 64bit requirement is there so that you asse
more than 4GB of RAMer proces$ which in turn provides more memory for caching of contéhe exact
amount of RAM you'd need depends on your cache footprimimber and size of caaheesponseshat are
stored in the cache.

For e x a mpsunmeyou waet to@ach@@08 active articles that average 50KB in sizich set will
require about 50MB of RAM- a very small footprint100 000 pieces of content with same average size will
require 5 GB of RAM still perfectly reasonable siz€o helpwith keeping the memory footprint under control,
aiCachehas anumber oftricks in its arsenal, including advancedche cleaner logic. You can configure just
how aggressive you want it to beve shall have more to say about it later in this document.

As you already knowaiCachéis right-threaded, to take adyv andora gystemdifrung o d
as a single multithreaded proce¥su specify number of worker threads you want to have, ideally matching

3 As opposed to singlthreaded (cannot benefit as effectively from multiple CPUs) or process/peeadnnection designs
(exhausts resources quickly with large number of requests/connections).
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that number to number of available CPU cosfdult number of worker threads is 4). As a ballpark guide, a
modern CPU is capable of driving about 20,000-keepalive cacheableRPS. So if you have 4 cores and
configure 4 aiCache worker threads, you shaxpect to be able to handle around 80K R&Suming most
content is cacheable and you don't exhaust your network capacity. Likewise, 8 threads and 8 CPU cores car
you close to 160K RPS and so on. Very few sites push anywhere close to these kind of RPS, but the capaci
there should you evereed it.

Being rightthreaded also mearthat no matter the number of connected clients (30 or 30 thousand) or
request/sec ( 5&®&PS or 250000 RPS y sewviagr yeu will still have only one processinning with
configuredthreads- be ready to be ammad at extremely low CPU utilization that aiCache servers exhibit even
when under high loads.

aiCacheis capable ofully utilizing gigabit network interfaces, so you are never constraineal@gche
and instead, it itkely thatthe bottlenecks, if anwill be found atuplink, firewall, networkand load balancing
level instead

Please notaiCache is also available-emadyto-go Cloud image, includindAmazon AWS image. We
strive to offer aiCache as a Cloud product available with gtbpularCloud poviders and integratorssuch as
RightScale, 3Tera and otherplease check thaicache.conweb site for the latest information on aiCache in
the Cloud.

Operating Systems and Software Pre-requisites.

Almost any modern Linux disbutionwill do , as lomy as itis 64bit kernel, version 2.6.9 or newer. While it
doesn't require any additional software or special tricks, as ysualre likely tobenefit by using most uf-
dateproductionversion of 64bit 2.6+ Linux operating system with the most re@oimmendedecurity and
performance patches appliedCachehas beentestedon Ubuntu8 and 9 Fedora 10, OpeS8USE 11 RedHat
5.x andCentOS % distributions,all in 64 bit mode.

aiCacherequires reasonably recent Glib shared library (2.16.4 or |@dr)shared library (any reasonably
recent version will dQ)OpenSSL shared library (v0.9.8apd PCRE shared librarpll of the libraries that
aiCacherequires are normally priestalled during OS installation and require no additional action on your pa
Libraries are shared, meaning they are not statically compiled intmGaehebinary but are instead resolved
and loaded dynamically during run time.

aiCache distribution carries within itself two different aiCache binaneish and without HTTPSugport.
This way, if your server lacks OpenSSL libraries and you don't require HTTPS, you can use-freETPS
aiCache binary.

SNMP integration feature requires NetNMP s er ver software. Agai n,
part of OS install, if notgu need to follow installation instructions for your flavor of Linux. We cover SNMP
integration indepth later in this document.
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aiCache is also available-e=adyto-go Cloud image including Amazon AWS image$Ve strive to offer
aiCache as a Cloud produavailable with other popular Cloud providers and integrators, such as RightScale
3Tera and othersplease check the aicache.com web site for the latest information on aiCache in the Cloud.

Red Hat 5, Fedora 8 & derivatives warning.

Some RedHat and RedHat-deriveddistributions, such as FedoraRBed Hat 5.x andCentOS 5.2might
comewith an older versio of GLib libraries and requirdownload, compilation and install of newer GLib. You
can obtainmost recent GLib likary at http://www.gtk.org/downloadinux.html . Please follow standard
practice of runningonfigure, make, make instalDon't worry- the installation of an updated GLIB should not
take longer than few minutes of your time.

By default, GLib installs intdusr/local/lib . To make suraiCacheloads these newer libraries)ot the
default and oldewersion, you can setLD LIBRARY_PATH to point to/usr/local/lib before you start
aiCacheYou can create a custom shell wrapperdi@ache including this and other settings, suchuisnit,
etc in it . For example:

# Increase number of allowed file descriptors
ulimit - n 124000

# enable core file

ulimit - ¢ 1000000000

# point to directory with GLIB libraries in it

export LD_LIBRARY_PATH /ust/local/lib

# start aicache

/usr/local/aicache/aicache - f aicache.cfg

aiCachewon't startunlessproper version of GLib library is installed on the systétell-tale sign of an
outdatel GLib library version is an error message during startup that points to g_* function being not found. T
address this plea install newer version of GLJBs per instructions abave

Likewise, if you try to start HTTP$8nabled version of aiCache on a server without proper OpenSSL
libraries, it will refuse to startiiCache distribution carries within itself two different at@a binaries with
and without HTTPS support. This way, if your server lacks OpenSSL libraries and you don't require HTTP
you can use HTTR8ee aiCache binary.
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Installation.

Please note that aiCache is also availableadyto-go Amazon AWS imageNe strive to offer aiCache
as a Cloud product available with other Cloud prowdgrease check the web site for the latest information on
aiCache in the Cloud. If you choose to with an aiCache Cloud image, you don't have to download aiCac
binary oracquire aiCache licenses is all taken care of alreadwll you need to do is torder andstart an
official aiCache instance

Network Setup

Assuming you want tanstall aiCacheon dedicated serv@), you must be able to connect th&€ache
server(s)to the network so that th@Cachecan reach therigin web serves and in turn can be reached by
Internet users. Usually it means that there must be spare ports on your network switches and you have spa
addresses to assign to these agdachesener(s).

Depending on volume of traffic you need to handle, you might elect to setup a single network connectit
on aiCache servers or mditome them instead. Consider using M&ming if you have redundant network
switches to make aiCache's network comioachighly availableLater in this guide we describe a VRRRsed
HA setup, with redundant aiCache servers assuring maximum uptime.

If you decide to cdocateaiCachesoftware on the same server whareactualorigin web servefApache,
lIS etc) residesthen there are no changes required to the network setup. You will only need to change the p
the actualWweb servelistens on a to a different one, as the original port 80 will now be claimeiQache
Alternatively, you can use multiple IP addres&dmses)n the same servdsind youorigin web serveto one
of them, and configureaiCacheto use a different onéow, bothorigin serverandaiCachecan share the same
port number.

aiCache distribution file.

The product usually comsén the form d a smallLinux tar archivefile that you obtain by direct download
from ourweb siteor receive in the mail on some form of media, such as@ibtained within thearchive are
2 aiCachebinaries: one compiled with HTTPS support and one withexampleconfiguration file, README
file, SNMP integrationscript convenience install scripalert email scripand Admin Guide in Adobe PDF
format. Also included is glugin directory - containing plugin header file, plugin build script and example
plugin C souce file.

After obtaining the distribution file, you cam-tar it in a temporary directoryfor example in /tmp.

cd /tmp
tar -xvf aic ache .tar
cd aic ache
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aiCache binaries.

The aiCache distribution contains 2 aiCache binagEsiche and aicache_https compilal without and
with HTTPS supportrespectivelyOtherwise, both files are identical in their functionality. We provide aiCache
binary (aicachg compiled without HTTPS support in case your system lacks OpenSSL librariegich case
you won't be able to start the HTTfe8abled aiCache bina(gicache_httpg.

Cleaty, if you require HTTPS support, you must run HTF&®&bled binary and have OpenSSL libraries
installed. Your license file should also have https option enabled (all Cloud images are enabled for HTTI
support and require no license file).

Installation.

To ease the installatioajCachedistribution includes aimple installation scripinstall.sh, that automates
most of the setup steps described belbhe script creates user and graigacheaicache /usr/local/aiacache
and /var/log/aicache directories and copies distribution files fasr/local/aicache If you choose to run the
installation script to automate the install chores, you can skip to "Production License File" section after runni
theinstall.sh script The install script normally takes altoone second to complete.

Alternatively, you mighelect toperform the required steps manually, if that suits your requirements better.
Please refer to README file in the distribution tar file for sbgpstep install instructions. For your
convenienceite sameREADME file is included as an Appendix to this document.

You need to select a locatieraiCacheinstallation directory, ofost server'dile system where to install
the aiCache binary You might use the sanmuirectoryor a different one to inall aiCacheconfiguration and
license files. You can use any naffoe installationdirectory, but we recommeni use standard name of
fi/usr/local/aicached. To simplify matters to also recommend keeping the configuration and license files in the
samediect ory, possi bl y uni€Cahe diatribdtionoveighs in well inder 1IMB i size rsy .
you don't need much space to install it.

We recommendbo select a different location (directory) for your lbigs, for example/var/log/aicache as
you will most likely exd up with a number of log files and you do not want them to clutter your main
installation directory. We also recommend that you configure logging directory on a drive or partition witl
ample freespace especially for the sites witheady trafficlf you expect to serve 1000RPS please make sure
the disk 10 performance is adequate to write the log files. You can also use selective log suppresdan
decimationfeatures of aiCacheto dramatically reduce amart of log informaton aiCachegenerates. Unless you
need tocollect it, consider disablingprocessing andogging of Referrer and Use&gent information (see
logging section later in this documenthis too, will save significant amount of disk space

For convenience purges, you carcreate asymlink in aiCacheinstallation directory, for example
/usr/local/aicachélogs pointing to/var/log/aicache - it is ratheracommon setupSpend some time setting up
automated log file rotation. A common practice is to configureeh€ to rotate it's log files, on the fly, just
past every midnite and move the rotated log files to a different location, where they are stored in accorda
with your log file retention policies. See the dedicated "Logging" chapter later in this Garidmofe
information on aiCache access and error logging capabilities.
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Production License File.

The aiCache distribution might include a demode license file, called something liR852352452.demo
This demo license allows you to test aiCache functitynfdr 30 days or so. It also limits number of sites you
can acceleratd®o not modifythe license filan any wayasit will render the license invalid.

Unless you're runningiCacheasaiCaché&s own Amazon AWS imager otherapprovedCloud aiCache
images youwill needto obtain a license file before you can ag@achean production modeTo issue a license
file we require the output of ifconfig" command, executed with the name of yquoductionnetwork
interface.

For examplewhen you execute

if config ethO

you shall see oputsimilar to the one below:

eth0 Link encap:Ethernet HWaddr 00:ee:dd:bb:0c:0e

inet addr:192.168.168.8 Bcast:192.168.168.255 Mask:255.255.255.0
inet6 addr: fef0::eee:4ddd:xxx:c0e/64 Scope:Link

UP BROADCAST RUNNING MULICAST MTU:1500 Metric:1

RX packets:51421 errors:0 dropped:0 overruns:0 frame:0

TX packets:85637 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

We only require the first linef output fromthis commandgontaining the name artdW addessof your
production network interface.Please note that your HW aédswill be different from the one shown in
example. When sending the HW aglsls(aka MAC address) to upleasesend it ast appears in the output of
ifconfig commandgcolonsand all,do not modify it in any way.

After thelicense is issued,op shall receive a small file, named something 1i887364490.licFeel free to
look inside- it is a simple text fleDo not modifythe license filein any wayasit will render the tense
invalid.

Copy the file into the directory where you install@€achebinary and config file- in our case it was
lusr/local/aicache To startaiCache you must specify both the namea€onfigurationfile and the license
file, for example:

cd /usr/local/ ai cache
. aic ache -facmenews.cfg -11827364490.lic
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aiCachechecls the license fileupon startupShould any problems be encountered, you will see an error
message.Please refer to "Runnin@iCaché section for more information ormiCache option, testing
configuration file syntax etc.

Feel free to create a shell wrapperiptfor aiCachestartup, so that you don't have to specify all of the
parameters every time you startup the serter. example:

export LD_LIBRARY_PATH /ust/local/lib

ulimi t -c 1000000000

unlimit - n 128000

/usr/local/aicache/aicache - f myconfig.cfg - 1 3245234523454 .lic

When running Amazon AW&iCacheimageor other Cloud aiCache imagd&ense file is not required.
The aiCachecloud binary is pre-enabled and prmstalled byaiCachecom and requieno license. As with
most Cloud images, you will be billed per unit aksource (time obytes downloaded/uploadgdf actual
usage ofaiCache As rates are subject to change, make sure to checkysuthCloud Provideto oltain the
most up to date radeterms and conditions

All cloud images ar@re-enabled for HTTP&nd require no action on your part
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Configuring aiCache: look Ma, no XML !

ConfiguringaiCacherequires editing &ingle,simple text based configuration fileith an editor of your
choice The configuration file i® good oldsimple 'hame valuétext file, notan XML file.

aiCacheis extremely rich with features and it is your responsibilitgdofigureaiCacheto benefit your
web sitethe most. You camseincludedexample configuration filas a starting point (template) for you own
configuration files.In most casesto get up and runningll you need to specifin the configuration filearea
web sitename (such awww.acmenews.cgnand IP addresses dfeone of moreorigin web serves, it is that
simple.

Configuration File Sections.
The configuration directivesn configurationfile must be groupedn certain ordefsectiored). As long
as you follow the provided tggnl at e y o u 0-gleakeeeferjtoutlee pictura@n the next pag® visualize
the ordering of the sections.

aiCacheconfigurationfile must contain, in this order:

1 A requiredsingle global (server) section it is identified/started by aserver' directive. This section
contairs global configuration settingsThis section must béllowed by

1 A requiredsinglewebsitesection- it is identified/started by a line containing&bsite’, followed by
1 At leastone (required)or more of hog sections, identified/started by"dostname vaue" directive.
Host section(sgontainwebsitespecific configuration setting&£ach host sectiomustspecify at least

one origin servent can also contaioptional

1 pattern section containing pattern matching rules

Pattern sections are optional, birice these are how you configure caching rules, most configuration
files do contain a number of pattern settings.
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GLOBAL (SERVER) SECTION
server
listen http * 80
listen https * 443 host.cert host.key AES256-SHA
username aicache
groupname aiache
e é .

WEBSITE SECTION
website

HOST SECTION
hostname www.acmenews.com
origin 1.1.1.1 80
origin 2.2.2.2 80

PATTERN SECTION
pattern .html simple 2m
pattern .php simple 1m
é ..

HOST SECTION
hostname media.acmenews.com
origin 3.3.3.3 80
origin 4.4.4.4 80

PATTERN SECTION
pattern .jpgl simple 7d
pattern .qgif simple 7d
é ..

You might elect to ordewebsitespecificconfiguration settings inosne logical order that makes sense to
you. For example, keep origin server directives together, do same for patterns. You might decide to keep or
server directives at the end of each host section or in the beginning, followingsthamedirective- it is up
to you.

However, aplace where orderg of configurationsettingsis important isthe patternsectionwhere you
specify URL matching patterngiCacheriesto matchrequest URLs tathesepatternsn the order that they are
found in configurationfiles. When the first match isobtained this matching process s®pnd appropriate
actionis taken. It means that yomight want toplacemore common patterrisward the top of the pattern list
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Likewise, put the lastcommonpatterntowardthe botom of thepattern list While not a must, this tactis
likely to improve performance.

Similarly, if you accelerate a number bifisywebsites on aaiCacheserver, place definition of the most
frequently accessed sites toward the top of the configurttgon

If you desire to break up your aiCache configuration into a number of smaller configuration files, instead
having one large configuration file, you can do so via one or morenciide file_name directives These
directives can be placed anywheemvithin configuration file. Upon encounterimgp include directive, aiCache
opens the file that it references and continues parsing pragtassghe content ofncludedfile. The included
file can, in turn, provide a number ioiclude directives of its wn.

You mightuseinclude directive to break up configuration so tltanfiguration ofeach acceleratesdebsite
is stored in its own configuration file goerhaps, store pattesectionsn their ownfiles etc. aiCache allows
pretty deep nesting afclude directive, but it does enforce a sanity limit of 10 on just how many levels deep
can include files be nested.

When running aiCache in clustered setup, you'd typically want to have each clustered aiCache server h
same configuration file. This tooar be accomplished withclude directive- simply put settings that makes
each aiCache server unique, into a separate file and themclis#e directive pointing to that file. One setting
that is unique to each clustered aiCache server is the listrsf jp@eeach node, it excludes node's own IP).

Configuration line format.

Eachconfigurationline in aiCacheconfiguration filemust bein the following format:

parameter name [space] param value 1[space] param value2 [space] [#comment] €0

Most parametersake a single value , some aust flags and require no value.féw take up to/ values
Parametenames must be inower case

Some configuratio settings have reasonaldefault values and if you deem these to be right for your
setup, you don't have specifysuch settingg the configuration file. Please see the configuration settings table
below for what parameters have default values.

Emptylines are atbwed in the configuration files, as atedicated commeiihes If you need aedicated
commentine, start 1t wi tYoucan afsdidaa qompneent hocconfigaratignrsetting lin@add
such comment after "#" sign. For example:

# comment line all by itself

max_os_ka_reqs 20 # comment added to a configuration setting.
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Simple, Exact and Regular Expression Patterns.
To configure the caching time (aka TTL or tuwelive) for different URLs on your site, you can use

"exact', "simple" or "regular-expressionri pattern typesWhile regexppatterns arenuch more powerfulin
their matching hilities, in mostcasesimple patterns are all you need.

Exactpatternis a string that is tested fexactmatch against request's UREor example:

pattern / exact 10m ‘

matches URL that consists of "/" and nothing else. You won't be using exachpadie frequently as they
are very limited in their matching ability. You'd most likely use these as a way to catch a few very specif
URLs that are hard doo expensive t@ccommodatéor with other types of patternsnost noticeably the /"

Simplepatternis a string that will be looked for in incoming URLs and if that string is preseywhere
within the request's URL, a matehdeclaredIn other words, a partial match is performed with URL serving as
a "haystack" and simple pattern being a "he'ed

For example:

pattern breakingnews.html simple 10m
pattern /static_content/ simple 7d

declaresall URLs that contairbreakingnews.html to be cacheable and assgnlTL of 10m It also
specified that responses to any requests with URL contafstiatic _content/are to be cached for 7 days. The
latter pattern would apply to URLs likkstatic_content/images/1x1.gif , /static_content/css/mainstyle.css,
[static_content/js/menu.jsand so on. So if static content on your site uses this or similar type afigham
convention with a common prefix to URLS, you can "cover" most of it via a guagtern directive.

Due to partial nature of matching of simple patternsawarethat asimple pattern &cmeé matches
acmenews.html, acme.php, notacme.asp

Regexmattens (regular expression ) are used wh@u cannot accomplish what you need vaimpleor
exactpatterns

There is a wealth of information freely available on the Web about regular simeandyou can study
some of it. In most cases you will know egbuabout theseegexpsby simply looking into the example
configuration files.

A regular expressiopattern can be anchored to the beginning of line by using caret*siffache will
match anything that starts wiflaiCached A dollar sign anchors patteto the end of linetor$ matches any
string thatends with t or 0 .

You can see that some symbols have special meaning in regexps. ltalse#imst to match such symbols
literally, one has to escape t hem.byirj sv®wdudausepd e ,
Pretty simple stuff, yet it is much more powerful than that as you will discover if you do read more on th
subject.
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Please note that you cannot use jésaSa pattern (regexp type or simple typeas itis likely to match
almost all of the URLs on your siteprobably, not what you want to happé&mor much more on the PCRE
syntax, google for it or visit this link:http://library.gnome.org/devel/glib/stable/glibgexsyntax.html

Pattern testing tool.

To ease eation ad testing ofegular expressiomatchand rewritepatternsaiCachedistribution includes
a small command line toohattest The installation script places it into the same directorgi@achebinary,
but you can move it as you see-fibr example, gu can move it tédusr/local/bin, a commonly used directory
for assorted binaries

The tool allows botlregexp match testing and more complicateégexp rewrite testing. Right at the
command line you specify a pattern to use for matching, a string td etgpattern against and optional
rewrite string. We advise use of single quotes to enclose all of parameters, to prevent possible interpretation
substitution/expansion glarameterdy Linux shell. Here're some quick examples:

# .[pattest - p "Mabc' - s abcdef
[Success]: Matched.

Pattern: >*abc<

String: >abcdef<

# .[pattest - p "Mabc' - s zabcdef
[Failed]: Not matched.

Pattern: >"abc<

String: >zabcdef<

# .[pattest - p '(abc).* -sabced -r'zzZ'
[Success]: Rewrote original string:
>abced<
To new string:
>777<
Using pattern:
>(abc).*<
And replacement string:
>777<

# .[pattest - p '(abc).* -sabced -r'zzz= \1'
[Success]: Rewrote original string:
>abced<
To new string:
>777=abc<
Using pattern:
>(abc).*<
And replacement string:
>777=\ 1<
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URL match actions.

When a request URL matches a patterre or more of the following actioasetaken:

URL TTL might be assigned (includingrL value of Q declaring request necacheablg

URL might be blocked

URL might be redirected

URL might be rewritten

URL might be rewritten and redirected

URL might have "do not log" flag set (log suppression)

URL might have some/all afs parameters discarded (URL caching signature parameter busting)
URL might have a cookie ants value added as part of URL's cachgnature

URL might have request's UsAgent value added as part of URL's cache signature

URL might have request's UsAgent rewritten and added as part of URL's cache signature
URL might have request's Accelphnguage value added as part of URL's eagignature

URL might havats TTL set to O ifacertain cookie is present in the request

URL might allow for one or more cookies from origin server response to be cached

= =2 =4 =4 -4 -4 A4 -4 -4 -4 A4 A A -2

Configured customeprovided plugin code can be executed

When no match is found forequest's URL, the request is declared to beaacheableln other words,
aiCache never caches a response unless it is configured to.

Please note that the action list aboxm@ght not be the completelist, as we continuouslgnhance the
product wth more features.

Example configuration file.

To reiterate, gu configure all of the aspects @fCachebehavior via singlesimple, text based, neXiML
namevalue configuration file. You can name it to your likingut the whatever name you choose nhest
passed taiCachein the command ling(-f parameter) An exampleconfig example.cfgfile is providedin
distributionand you can use it as a starting point.
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The configuration settings are very straightforward and very fetherh are required in mbgases,
resulting in configuration files that contains just few lines of settingswever, aiCache prides itself in an
incredible flexibilityand this is why there'® manyavailableoptions .

ShouldaiCacheencounteia settingdirective it doesn't mderstantsupport an error message is printed out
to the consoleand/or error log file pin-pointing the offending configuration line, so you can correct it.
Alternatively, you can stamiCachewith "-t" option, to test your configuration file lifgy-line. For more
details, please see "StartiaCaché section.

If you desire to break up your aiCache configuration into a number of smaller configuration files, instead |
having one large configuration file, you can do so via one or morenciide file_name directives These
directives can be placed anywhere within configuration file. Upon encounterimglade directive, aiCache
opens the file that it references and continues parsing process with the content of included file. The incluc
file can, n turn, provide a number @fclude directives of its own.

You might usenclude directive to break up configuration so that configuration of each accelerated website
is stored in its own configuration file or, perhaps, store pattern sections in tiefil@svetc. aiCache allows
pretty deep nesting anclude directive, but it does enforce a sanity limit of 10 on just how many levels deep
can include files be nested.

When running aiCache in clustered setup, you'd typically want to have each clusladtkaserver have
same configuration file. This too, can be accomplished ttlude directive- simply put settings that makes
each aiCache server unique, into a separate file and thémcligde directive pointing to that file. One setting
that is ungue to each clustered aiCache server is the list of peers (on each node, it excludes node's own IP).

Let 6s t aktke example @anfiguratian file. Just for illustration purposes, the example below
contains a large number of configuration settingsst installations won't need nearly as many settings
specified. Typically, you'd only need to specify one or more of the hostnames of the websites you
accelerating, point to origin servers for the respective websites and define caching rules.
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HHHHHBH R HHHHHH . Server Section #HHHHHHHHHHHHHHHHHHHHHH Y
server # REQUIRED

#

listen http * 80

listen https * 443 host.cert host.key AES256HA server_port 80
if_name ethO# REQUIRED

server_ nameaiCachebx

admin_ip *

admin_port 111

admin_passwad secret

username test

groupname test

work_dir /usr/local/aicache

alert_dir /usr/local/aicache/alerts
logdirectory /var/log/aicache# REQUIRED
log_healthcheck

logtype extended

accesslog access

dump_bad_req

debug_clip 1.2.3.4
stay_up_on_write_error

errorlog error

drop_user_agent

drop_refferer

hdr_clip X-Forwarded-For
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refresh_hdr_clip
max_header_siz&000
max_body size50000
chunked_resp_size hinB3000
maxkeepalivereql0
maxkeepalivetime 10
maxclientidletime 4
max_os_resp_timed
snmp_stat_interval 4
max_os_ka_connections 2
max_os_ka _req 4
max_os_katime 10
max_post_sig_size 128
min_gzip_size4000
compress_json
compress_xml
max_post_sig_size 128
client_linger O

os_linger O

silent_400
cache_cleaner_interval 320
hard_cache_cleaner_interval 7200
max_log_file_size 100000

logging dedicated

shutdown_grace_waits
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refresh_website

logstats

stat_url aiCachestat

keep_http10on

table stat url aiCacheable

pend_url aiCachepend

alert_email support@a.b.c

alert_bad_req_se0

alert_max_cache_entries0000

alert_client_conn_max30000

alert_client_conn_min5

alert_os_conn_max20

alert_os fails_se@

alert_req_sec_max2500

alert_req_sec_minl0

alert_os_rt2000

Xx_0s_header XaiCacheOS

x_ttl_header X-aiCacheOS

peer 1.2.3.4

peer 1.2.3.5

peer 1.2.3.6

peer_prefix myseretpeerprefix
HHHHHHHIHH N e DSECtion#HHHHHHHHHHHHEHHHHHHHHHHHE

website# REQUIRED

hostnamewww.acmenewsom# REQUIRED
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cname bbs.acmenews.com

cname mobile.acmenews.com

wildcard cms

sub_hostname content.acme.com

no_retry

404 redirect location http://acmenews.com/404grace.html
500 _redirect_location http://acmenews.com/500grace.html
prefetch_url /slowGetAdCall?page=home&area=top 100 gzip
prefetch_http _header User-Agent TestUser Agent V1.0
prefetch_conn_close

min_gzip_sze 4000

min_gzip_size4000

compress_json

compress_xml

ignore_case

ignore_ims

sig_ua

ua_sig_rewr Browserl1ll bl

fallback

forward_clip

logstats

decimate_log 100

conn close

max_os_resp_timet

max_url_length 128
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ignore_no_cache

sig_ignore_body

max_os_ka_connetions 2

max_os_ka _req4

max_os_katime 10

healthcheck URL HTTP 10 10

alert_email

alert_max_cache_entrie$3451

alert_max_bad_os 3

alert_os_fails_sed

alert_req_sec_max3434

alert_req_sec_min3000

alert_os_rt5000
HHHHH AR TR A H R H AR HHEED N Servers #HH#HTHHHH AT TR
# At least one must be specified for each defined hostname #

origin 127.0.0.1 8884

origin 127.0.0.1 8882

origin 127.0.0.1 889
HHAHHHHAH R AR Pateth AR R

pattern .html simple 120 ignore_query

0s_tag 3

param_partial_match

redirect_location http://promo.acme.com

Ottl_cookie customer _id

sig_cookieconnection_type
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rewrite images /media/images
rewrite_http_only
max_os_resp_timed
sub_hostname media.acme.com
max_url_length 128

no_retry

post_block

ignoreparam paraml

pattern forumdisplay regexp -120
conn_close

block

drop

request_type both

ignore_case

pattern / exact 1h
sig_ignore_body

max_Ssig_size

dump_req_resp

Server, a.k.a global section.

We st a rsdrvepvakd"dlobaf' settings sectioii such settinggre applicable to thevhole server, as
opposed to thper-websiteparameter sectiolkome of the parameters defined in the global sectiomlaegited
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by website sectionisut can be overridden(set to different vimes) in the website sectisWWebsitelevel setting
always supersedes gloHalel setting.

The first configuration setting iaiCacheconfiguration filemust beserverdirective You can start config
file with empty or comment lines, but tfiest directive must be'servet'.

Global (system-wide) settings.

server Starts server (aka global) section of the configurationfitsjuired.
Parameters: non®efault: none

if_name ethO Specifies a valid interface name thaCachewill run on.Required.
Paraneters: interface namBefault: none

listen http * 80 IP address, @rt numberand protocothat server listens oiY.ou can
specify as many of these as your setup requires. HTTPS port req
additional parameterssee dedicated "Listen Ports" section.
Default: any IP address defined on the server, port 80.

admin_ip *

admin_port 2233 IP addressport numbeand passworébr CLI (Admin) server

admin_password secret Default: any IP address defined on the server, 2288 "secret"

usernameaicache Identity to assume after startup. Server will assume the user and

groupnameaicache ID that are provided, to limitstprivilege level.Default: noneaiCache
runs as superuser (roethot recommendedake surespecifieduser
and group exist iretc/passwd and /etc/group files.

num_files 128000 As an alternative to rummg a "ulimit-n NNNN" commandefore
startingaiCacheyou can leaiCacheset it its own limit on max
number of open filedefault: not set aiCachewvarnsif you set this
numter lower than 2000

work_dir /usr/local/ aicache SpecifiesaiCache workingdirectory thatiCachechdir()s to after
startup.
Default: whatever directory aicache binary is started from.

alert_dir /usr/local/aicache/alerts Specifies directory that aiCache uses to spool alerts dilesee
section on Alerting).
Default:/usr/local/aicache/alerts

logdirectory /var/log/www Specifies directory where log files reside
Required. Default: noneMore Information here

stay_up_on_write_error When setserver will continue to seice requestgven when it runs
out of space in log partitiofdirectory) Default: aiCacheerminates
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on write errors .

logtype extended

Specifies access |l og format.
Default:extendedMore Information here

accesslog access

Name of access log fil®efault: access

errorlog error

Name of error log fileDefault: error

log_healthcheck

When specified, health check requests will be logged iessdog
file. Default: no health check logging

logging dedicated

When specified, each accelerated websits ilow its own, dedicated
access log file, nandeaccesshostnameDefault: all of the website log
into a singleshared access fil&lore Information here

drop_referrer

When specifiedaiCachewill not process and/or log Referrer heade
value. We recommend havingop_referrer configuredit will reduce
the size of the access log fileghersignificantly.If you need to
collect Referrer field for log crunching, do not specify this setting.
Default: Referrer is collected andgged.

drop_user_agent

When specifiedaiCachewill not process and/or log Us&gent
header value. We recommend havinmihel on- it will reduce the
size of the access log files very significanihefault: UserAgent is
collected andogged

dump_bad_req

When specifiedaiCachewrites bodies of bad requests to files naime
/tmp/bad_red?ID.NNNN. No more that 120 bad requesidies can be
written out per minutes to avoid resource ewglization. Can be used
to troubleshoot bad requesiExfault:bad request bodies are not
written out.

logstats

When specified, global statistics will be written ouatdedicated
statistic @ file every 5 second$®efault: no statistics logging

debug_clip 1.2.3.4

When setaiCachecaptures and writes out both requests and respg
(up to 32KB of) with matching client IRsafter they are sent
to/received from origin server. Can aéelpfu troubleshooting tool

maxclientidletime

When specified, a valid request header must be obtained from cli
within this many second®&efault:5 seconds
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maxclientbodytime When specified, a valid and complete request must be obtained fi
client within this many secondBefault: 60 seconds.

max_post_sig_size 128 When specified and/or set to a value and POST caching is enable
only POST bodies smaller than are used as part of response sign
Default:256 bytesSee POST caching section for manformation

max_log_file_size 100000000 When specifiedsizebased log file rotations enabledAccess log file
will be auterotated when it grows above this size (byt@stault: no
sizebased log file rotation

maxkeepalivereq 10 When specifiedglient KeepAlive connectios areallowed to serve
up to this number of requesisefault: 20

maxkeepalivetime 10 When specified, client Keefilive connectioms areallowed to stay
connected in idle state up to this number of secdreally busy web
sites commonly set this at 5 secondgefault: 10

max_os_resp_timed When specifiedresponses from origin servers must complete with
set amount ofseconds Default: 10.

max_os_ka_connections 2 When specifiedenabledHTTPSkeepalive connectionso origin
servers and limits number of such connections tepeeified
number perorigin server Default: OS KA connections are disabled
Global setting can be overidden at website level.

max_os_ka_req 20 When specified, keeglive connections torigin servers are limited
to serving no more thagpecifiednumber of requests before being
closed.Default: 10 . Global setting can be overidden at website lev

max_os_ka_time 5 When specified, keep alive connectionstigin servers are limited
in to total duration (from open till final use and close) to no more tl
this amount of secondBefault: 5. Global setting can be overidden
website level.

client_linger O Whenspecified, client connectio®O_LINGERoptionis enabled
and set to the spdied numberDefault: client SO LINGER is
disabled Please make sure you understandsitle effectdefore
enabling this option.

os_linger O When specified, origin server connection SO_LINGER option is

* It is not a good idea to use Accelerator as femd for large user downloads ysHVIB+) - as it will consume too much RAM.
60 sec default value is more than adequate for a typical form data (few tens of KB at most).
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enabled and set to the specified numberfaul: origin server
SO_LINGER is disabled?lease make sure you understand the sid
effects before enabling this optid®ee "Have mercy upon thy origin
servers."

client_tcp_no_delay

When specified, TCP_NODELAY option is set for client
connections. It hasffect of turning off Nagle TCP algorithm.
Default: TCP_NODELAY is not applied.

0s_tcp_no_delay

When specified, TCP_NODELAY option is set for origin server
connections. It has effect of turning off Nagle TCP algoritbefault:
TCP_NODELAY is not apied.

shutdown_grace wait 5

When executing graceful shutdown, aiCache stops acceying
connections for this many seconds, while allonexgstingrequests
finish processing, and then exiBefault:5

refresh_website

When set, for 2nd and followimgquests that aiCache obtains from
keepalive client connection, it rematches Host: header to obtain
matching website. Used to address broken load balancing setups
Default: off (not specified)

snmp_stat_interval 5

When setaiCachegenerate SNMP datistics file every this many
seconds. Must be set for SNMP integration to wbrfault: off,
SNMP integration is disable/ENMP _Monitoring.

silent_400

When set, aiCache does not send error respamsesponseo
invalid/malformed/oversized requestsstead itdropssuchclient
connectionsilently and instantlyDefault: off, error responses are
sent in response to malformed/oversized requests.

orig_err_resp

Specifieshow aiCache treats erretatus codes receivesrom origin
serversn respons@o cacheable requests. When set, original respg
are delivered, when not set (default), aiCache overwrites all error
responses with status > 400, except 401,404 and 407, with its ow|
abbreviated version3his is done to preserve network bandwidth.

stat_url aicachestat

table stat url aicachestattable

Theseare URLSs you use to get access to aiCache'sefedishing web
pages that contains aiCache global or welspeific statistics. You
may set it so theonly people that know it can see your statistics. S
"Self-refreshing Web monitor" section for more information on this
feature. Default: accelstattext, accelstattab&elf-refreshing Web
Monitor

pend_url aicachepend

This is URL you use to get access to aiCache'seklshing web
page that contains aiCache global or webstecific pending
requests. You may set it so that only people that know it can see
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statistics. See "Setefreshing Web monitdrsection for more
information on this featureDefault: accelpendtex&elf-refreshing
Web Monitor

alert_email support@a.b.c

When set, automatglobalalerts are generated and sent to this em
address Default: not provided, no global alerts are generated. Pleg
note that for alerting to work, you must enable statistics logging vi
logstatsdirective.Websites can have their own alerting set, acting

different set of criteria and emailing to differentahaddresses (see
website section)Please seededicated chapter on automated emai
alerting feature oéiCache

alert_bad_req_sec 20

When set, an alert is generated when number oRIP#Exceeds this
number .Default: not set. Please see a dedicated chapter on
automated email alerting feature of aiCache.

alert_max_cache_entries 20000

When set, an alert is generated when number of cached respons
exceeds this numbebDefault: not set

alert_client_conn_max NNN

When set, an alert is generated when total number of client
connections exceeds this numbBrefault: not set

alert_client_conn_min NNN

When set, an alert is generated when total number of client
connections is less than this numbBefaul: not set

alert_os_conn_max NNN

When set, an alert is generated when total number of origin serve
connections exceeds this numbBrefault: not set

alert_bad_resp_sec NNN

When set, an alert is generated when total number of failed respag
from origin servers exceeds this numbérefault: not set

alert_req_sec_max NNN

When set, an alert is generated when numbBRSexceeds this
number Default: not set

alert_req_sec_min NNN

When set, an alert is generated when numbBRSis less than tisi
number Default:not set

alert_os_rt NNN

When set, an alert is generated when origin server response time
more than this number (millisecond€)efault: not set

alert_humane

When specified, no alerts are generated between midnight and 74
localtime.

mail_path (obsolete!!!)

Obsolete! Used for email alerting. Points to mail binabgefault:
/usr/bin/malil

chunked resp size hint 33000

When receiving origin server responses with TrarEfezoding:
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ChunkedaiCachesetsreceiving buffer to thisumber of bytes. It is
done to improve performance at cost of possible memory over
allocation.Default: ~33 000 B (32KB)

x_ttl_header X-aiCacheTTL

When set, aiCache returns response’'s TTL to clients via custom
header that is specified as the paeter (xaiCacheTTL in this
example). TTL is only returned for cacheable responses, absence
this header indicates DTL (non-cacheable) respondeefault: not

set, response’'s TTL is not inserted into the response header.

X_0s_header XaiCacheOS

Whenset, aiCache returns origin server IP and port number to cli
via custom HTTP header that is specified as the parameter (X
aiCacheOS in this exampleDefault: not set, origin server IP and
port number are not returned as part of response header.

peer 1.2.3.4

Identifies a peer another aiCache server that accelerates same wg
site. Default:not set, no peers are defin&dr more information abou
peers pleaseadClustering &ache

peer_prefix mysecretpeerprefix

Peer command prefi¥or more information about peers pleasad
Clustering aiCachéefault:/xaicachepeer

cache_cleaner_intervaN
hard_cache_cleaner_intervaM

Set cleaner run intervals, in seconsiee chapter on aiCache Cache
Cleaner Logic.

keep_http10 [on]off]

Set it to enable/disable aiCache from overwriting HTTP/1.0 reque
to HTTP/1.1. When set to "off", aiCache rewrites the minor versio
HTTP reqeests- which might speed up processing of responses frg
origin serversDefault:set, HTTP/1.0 is not rewritten as HTTP/1.1

hdr_clip X -Forwarded-For

When set, aiCache will parses forwarded Client IP from request's
HTTP header and log it in the accesg file . See dedicated section
on the subjecDefault: not set, no processing takes place.

refresh_hdr_clip

When set, aiCache+@btains (reparsesout) forwarded Client IP for
each request within a Kegfive connection. See dedicated section
parsing of forwarded Client IP for more informatidnefault: not set,
assuming aiCache is configured to process forwarded Client IPs,
will only do so for first request within a Keejdive client connection
and reuse it when logging subsequent requestsnatitiei same Keep
Alive client connection.

enable http10_gziplon|off]

These allow to override default treatment of HTTP/1.0 request.
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enable_http10_ keepalive Enabling either one is risky. See dedicated chapter on HTTP/1.0
requests.
fallback _4xx When setaiCache tries to serve stale cached response, if one is

available, upon receiving response with 4xx error code from Origi
Server. Default: 4xx returned back, instead of falling back to
previously cached response.

count_4xx_as_bad When set, aiCache cotsMxx responses from origin servers as bad
(same way as 5xx responses are counted). This way you can
observe/monitor and alert on 4xx responses. Default: 4xx respons
are nod added to bad response stats.

disable_host_normalization When set, aiCache @erves the original reques't Host header case
then performs cassensitive match to defindtbstnames, cnames
andwildcards. Default: host matching is casasensitive.

Website-specific settings.

We <cont i websie" seftingdsuchisettings @ applicable to a particular website, as opposed to the
global settings.Some of the parameters defined in thebsitesection might override thglobal settings of
same nameSome websitéevel setting always, in turn, might be overridden pwgtterntlevel settings of same
name.

website Beginswebsite (as opposed to global) section of the configurati
file. Required. Default: none

hostnamewww.acmenewscom Value of Host: HTTP request header that matches this websit¢
Required at least one hostnarsection must providedefault:
none

Please note aiCache matches incoming request's Host header
hostnamein caseinsensitive manner.

logstats When set, pewebsite statistics is collected and written out to a
dedicatedf i | e n a-hostdamdirs logalitestory.Default:
perwebsite stats gathering is turned. éffease note that for
alertingto work, you must enable statistic logging logstats
directive.

min_gzip_size 4000 When specified, responsesth ContentType oftext/*** and
applcaton/x-javascriptand of size equal or larger than the specif
number of bytes are compressadthe-fly.

Default: onthe-fly compression is disabled
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fallback

When specified, if a refresh for cached response fails, the olde
(previous)cachedversion if one is available,is served back to the
clients (as opposed to error
were not set)Default: fallback is disabledrror response is serve
when refresh failsSee "Forced fallback"” for an alternative soluti

httpheader hdr_name hdr_value
httpheader ......
httpheader ......

These, in addition to original request line, form request headerl
cacheablédTTP/1.1requestsUse example configuration file as
guidance fowhat headers to configur&€he valus might contain
spacesYou can add an arbitrary header to cacheable requibsss
can be used to pr@uthorize requests when Basic authentication
used, etcOptional

httpheaderO hdr_name hdr_value
httpheaderO ......
httpheaderO0......

These, in additin to original request line, form request header {
cacheable HTTP/1.0. requests. Use example configuration file
guidance for what headers to configure. The values might cont
spaces. You can add an arbitrary header to cacheable reqhest
canbe used to prauthorize requests when Basic authentication
used, etcOptional

healthcheck url match NN MM

When specified, each origin server for this website is sent dnhe
check request isfmant crherdl d,orr diq

Such HC requds are sent every NN seconds and the response
be obtained within MM seconds. In case of error (no response
within MM or response data t
origin server igemporarilydisabled Default: origin server health
checkng is disabled

conn_close

When specified, client Keeglive is disabled for this website.
Default: client keepAlive is enabled.

origin 127.0.0.1 8888 1

Specifies an origin server: ip address, optional port number an(
optional origin server tadNumeric IPsonly. > Required. Default:
none. At least one origin servenustbe specified for each
accelerated website.

max_log_file_size

Enables sizebased log file rotation. Same meaning as in global
section, but applied to this particular websitefault: sizebased
log rotation is disabled.

decimate log 100

When set, aiCache decimates request logging for this website

® A conscious decision was made to use numeric IPs so that DNS dependency and overhead are removed
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the specified factorf¢r examplewhen set to 100, every 100th
request is loggedpefault:log decimation is disabled, every
request isogged

forward_clip [header name]

When set, aiCache forwards Client IP addresses to origin servg
a request headepefault CLIP is not forwarded

0S_persist

When set, aiCache pins/persists clients to origin servers. See &
dedicated section on €htOS-PersistenceDefault: OS
persistence is disabled, request are fanned@uotsall of
availableorigin servers in accordance with configured load
balancing metri@and os tags

no_retry

When set, aiCache doesn't retry failed requéstfault: btal of 3
attempts are made to obtain a good responsase of GET
requests, POST requests are not retried

cache_auth_req

When set, aiCache all®eaching of responses to requests with
Authorization headers. In other words, presence of Authorizatic
headerin requestioesn't reset TTL to Mefault:such
requests/responses are not cacheable, TTL is always set to 0.

sig_cookie

When set, aiCache adds value of HTTP requestishing cookie

to the signature of cached response. This can be used tcacach
serve different responses, for the same URL, based on a cooki
value.You can also set this at pattern leugkfault: cookies are no
used in cached response's signature.

sig_language

When set, aiCache adds value of HTTP request's At@mguage
header to the signature of cached respomkés can be used to
cache and serve different responses, for the same URL, based
user's language preferen@efault: AcceptLanguage header is n(
used in cached sponse's signature.

sig_ua

When set, aiCache adds value of HTTP request's Alpent

header to the signature of cached responsie.feature can be use
to serve different responses based on browser used by the clig
Default: UA header is not used in cached response's signature.

ua_rewr_sig

When set, aiCache rewrites/reduces value of HTTP request's
Agent string anddit to thesignature of cached responséis
feature can be used to aognodate for mobile clients/devices
Default: UA is not modified/used in cached response's signatur

ignore_case

When set, aiCache makes signatures of cached responses for
website cas@sensitive , converting them to lonease Default:
signatures are case sensitive
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max_os_resp_time 4

When specified, responses from origin servers must complete
within set amount ofseconds. Overrides global setting of the sal
name Default: 10.

max_url_length NNN

When set, requestgith URL length exceeding this limit are
declined (with 414 or silently dropped dilent_400is set).
Default:no limit is emposed

ignore_no_cache

When specified, X1ocache headers from origin servers are
ignored, requests are not retried.

sig_ignae_body

When set, aiCache doesn't append cacheable POST request's
to the request's signaturdpplied to all requests to this website.

cname bbs.acmenews.com
chame account.acmenews.com

Defines one or more of alternative names for this websisa
convenience measure . Do not abusedmetimes it is better to
create a whole newdifferent website as then yold have better
control over it and better view oskitraffic.

Please note aiCache matches incoming request's Host header
cnamg(s) in caseinsensitive manner.

wildcard media
wildcard images

Defines one or more of wildcard alternative names for this web
- as a convenience measure . Whitames (above) are matched
exactmatch fashionwildcard s are matched in partial mannefSo
wildcard of mediawould match media0l.acme.com
mediafarm.acme.com , serverOl.media.acme.com and so on.
Please note aiCache matches incoming request's Host header
wildcard (s) in casensensitive manner.

cc_obey ttl When set, aiCache wont cleart dtesh cached respons@&sfault:
CC cleans out fresh cached responsewhen there was no acces
since previous cache cleaner run.

cc_disable When set, Cache Cleaner logic is disabled for this website.

Default: CC logic is enabled, subject to cc_gbtil.

cc_inactivity_interval

Cache cleaner can remove cached responses that saw no acc
this many second®efault: set to same value as cache cleaner
interval

send_cc_no_cache

When set, aiCache sends "Ca&ntrol: necache” HTTP header|
In respamses to requests with negative TTLs or when origin ser
response indicates that response should not be cached.

send_cc_cacher
add_cache_control

When set, aiCache sends "Ca€antrol: maxage=NNN" HTTP
header in responses to requests with positiMesT
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404 redirect_location

When set, aiCache redirects to this location when it receives 4
responses from origin servers.

500_redirect_location

When set, aiCache redirects to this location when it receives 5
responses from origin servers and/d¢raen aiCache generates its
own 500 response.

ignore_ims

When set, aiCache disregards conditionaMdfdified-Since
header in requests . No 304 responses are gendpatedlt: IMS
Is processed and 304 responses are generated when appropri

max_os ka_connections 2

When specified, enables kealive connections to origin servers
and limits number of such connections to the set number, per ¢
server Default: OS KA connections are disabl€uerrides global
setting .

max_os_ka_req 20

When spedied, keepalive connections to origin servers are
limited to serving no more than set number of requests before
closed.Default: 10 . Overrides global setting .

max_os_ka_time 5

When specified, keep alive connections to origin servers are
limited in to total duration (from open till final use and close) to
more than this amount of second=fault: 5. Overrides global
setting .

prefetch_url
/slowGetAdCall?page=home&area=top
100 gzip

prefetch_http_header AAA BBB
prefetch_conn_close

Prefetch response directive. See a dedicated section on respo
prefetching/preloading later in this guide.

alert_email support@a.b.c

When set, automatic websispecific alerts are generated and se
to this email addresdDefault: not set, no website alerdse
generated and all the alert setting below have no effect. Pleasq
that for alerting to work, you must enable statistic logging via
logstatswebsitelevel directive.

alert_max_cache_entries 20000

When set, an alert is generated when number dfechiesponses
exceeds this numbebDefault: not set

alert_bad_resp_sec

When set, an alert is generated when total number of failed
responses from origin servers exceeds this nunmibefault: not set

alert_max_bad_os

When set, an alert is generatedantiotal number of failed origin
servers exceeds this numbé&refault: set to 0 so even failure of a
single OS causes an alert to be generated.
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alert_req_sec_max

When set, an alert is generated when number of RPS exceeds
number Default:not set

alert_req_sec_min

When set, an alert is generated when number of RPS is less th
this number Default:not set

alert_os_rt

When set, an alert is generated when origin server response til
more than this number (millisecondg)efault:not set

alert_client_conn_max NNN

When set, an alert is generated when total number of client
connections exceeds this numberefault: not set

alert_client_conn_min NNN

When set, an alert is generated when total number of client
connections is less than this noen .Default: not set

alert_os_conn_max NNN

When set, an alert is generated when total number of origin se
connections exceeds this numberefault: not set

alert_humane

When specified, no alerts are generated between midnight and
local time.

leastconn

When specified, aiCache uses least connections load balancin
metric for this website. Please see a dedicated chapter on avai
load balancing metric (round robin, weighted distribution and lg
connections)

enable_https_os_ka

When setaiCache enables HTTPS OS kede connections. By
default HTTPS OS keeglive connections are disabled, even wh
max_os_ka_connectionglobal settings set. Please test before
enabling in production.

fallback _4xx

When set, aiCache tries to serve stalehed response, if one is
available, upon receiving response with 4xx error code from or
servers. Overrides global setting of same name. Default: 4xx
response is served to the client, instead of falling back to previ
cached response.

count_4xx as_bad

When set, aiCache counts 4xx responses from origin servers g
(same way as 5xx responses are counted). This way you can
observe/monitor and alert on 4xx responses. Overrides global
setting of same name. Default: 4xx responses are nod addadl t
response stats.

cache_4xx

When specified, 4xx (except 400) responses are cached in
accordance with TTL of matching request patt€afault: 4xx
responses are not cached.

ua keep pattern Windows/sXP

Requests with matching UsAgent string are accepted by aiCac
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[keep|redirect] for regular processing, while ngnatching one are directed. See
section on UAbased redirection for more informatidmefault: no
ua_pattern Windows/sXP UA-driven redirection takes place.

[keep|redrect]

ua_ redrect_host Specifies the host to redirect roratching UA requests to .
Default:no UA-driven redirection takes place. However this setf
must be provided if ua_keep_pattern is specified.

ua_keep_cookie [cookie name] Configures aiCache to issue a caoto streamline UAdriven
redirection processin@efault:no cookie logic is used.

ua_redirect_host_only Configures aiCache not to send the original URL in the redirect
response Default:original URL is appended.

recheck ua keep cookie See sectio on UAbased redirection for more information.

Pattern settings.

Within the website section is locatedhe pattern sectigncontaining definitions of what constitutes
cacheable or nenacheable content. We dedicate a separate table to explanatiom pérameters in this
section. Some settings in the pattern section may override both global andestesisettings of same name.

pattern patexact|simple|regexp TTL | Identifiesne&v p at t e r n :pabma tpcehrefso rinplediie X
[ignore_query] [no_log] "regexpy matching . TimeTo-Live (caching time) is setto TTL .
TTL is specified in seconds or, to simplify, you can end the TTL's
value with "m" for minutes, "h" for hours or "d" for days.

All of the above must be in a single
line. Specfy negative TTL to disallow downstream caching.

When ignore_querys specified, query parameters are ignored why
forming cached responsgnature(see separate explanation later in
this document).

When no_logis specified, matching responses arelogged in
access log file (log suppression).

Default: query is not ignoreaind is used as part of cache signature
requestsesponses are logged

ignoreparam paraml Identified parameter (namgxdram) is removed from cached
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[ignoreparam param2]

responseds signature (see sepa
Multiple ignoreparamlines can be provided, each with a different
parameter name.

Default: no parameter is removBdm request's query string.

param_partial_match

When specifiedignoreparanparameter name matching is partial. U
it with care, but it has potential to speed up matching and remova
ignoreparamsYou can also use it to remove parameter that have
semirandom names with a common prefiefault:ingoreparamsare
matchedy exact match.

request_type both

Can b egeb epbsht dathi Default:pattern is matched to
GET requests only, POST requests are not matched by default.

Ottl_cookie customer _id

When specified, presence of a cookie with the specified mame
request will disable caching of the request, even when pattern ma
indicates norD TTL. More than one can be specified.

Default: cachingbusting cookies are ignored, TTL is determined by
pattern matching alone.

pass_cookie cookiename
[pass_cookiecookiename?2]

When specified, cookies with the specified names are stored in th
cached response (allowed to pas®ugh from origin server to cachg
responses).

Default:cached responses never containGabkies, these are alway
filtered out, everwhen origin server responses have Sebkie
headers.

redirect_location
http://promo.acme.com

When specified, matching requests receive a 302 redirect respor
with the specified location provided in Location: hea@efault:
redirect is disabled

redirect_5xx

When specified, matching requests that result in 5xx error during
processing, receive a 302 redirect response, with the specified 10(
provided in Location: header. Overrides webatee! error redirects.
Default:redirect_5xx is disabled

redirect_4xx

When specified, matching requests that result in 4xx error during
processing, receive a 302 redirect response, with the specified lo¢
provided in Location: header. Overrides webtatee| error redirects.
Default:redirect_4xx is didaled

0s_tag tag_number

When specified, matching requests are to be filled only from orig
servers that have matching origin server tAgfault:origin server
tagging is disabled, all origin servers are eligible. Tag number mu
nonzero. There muge an at least one origin server defined with
matching tag, aiCache does not enforce this check. Tag_number
be less than 254.
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block When specified, matching requests receive a 403 Forbidden resy
Default: block is disabled
drop When specigd, matching requests are silently and immediately

dropped, without any error response being sent to requesting clie
Default:drop is disabled

ua_redirect Windows/sCE
http://mobile.acmenews.com

UserAgentbased redirection rules. When the regexpepatinatches
UserAgent HTTP header, client browser is redirected to
http://mobile.acmenews.com

The match pattern must be in regular expression format (this is d
to accommodate for possible spaces in User Agent strings).

fallback

When specified, mahing requests are served stale cached respol
(if one is available) when refresh of a cached responsefaifault:
aiCache serves error response when refresh Pddase see "forced
fallback mode" for an alternative way to serve content when origi
servers are down.

rewrite from_pattern to_string

When specified, matching requests will have their URLs rewritter|
and possibly redirectetom_pattern is regexp basedo_string can
usebackreferencessee dedicated section on URL rewriting and
redirection for more information.

rewrite_http_only
rewrite_https_only

When specifiediewrite is performed only for matching connection
type, HTTP or HTTPS. Can be used to rewrite from HTTP to HTT]
and viceversa, without causing a rewrite loop.

conn_clcse

When specified, client connection is closed after serving of matct
requests . Use it to reduce number of open connections when you
know you serve "onéimer" requestsDefault: unless Connection:
close is specified in request, connection issedin KeepAlive
fashion (more requests/response are allowed to be served over s
connections).

retry_min_resp_size
retry_max_resp_size

When specified, responses to matching patterns are checked to
response size is less than min or larger thanseting. If it is,
aiCache will retry the request up to 3 times trying to obtain a prep
sized response. Should all 3 attempts fail, the failing response is
returned ass, unless a previous , stale, cached response is availa
in which case the ale response in served insteBéfault: no size
checks are enforced on response bo@ee."Forcing Retries" sectio
later in this document for more information on this feature.

no_retry_min_resp_size
no_retry _max_resp_size

When specified, respons@srhatching patterns are checked to see
response size is less than min or larger than max setting. If it is , {
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failing response is returned-&s without retries, unless a previous ,
stale, cached response is availabfewhich case the stale respe in
served insteadefault:no size checks are enforced on response

bodies.See "Forcing Retries" section later in this document for ma
information on this feature.

ignore_case

When set, aiCache makes signatures of matching cached respon
caseinsensitive , converting them to lower cas&efault:cache
signatures are case sensitive

max_os_resp_time 4

When specified, responses from origin servers, matching this req
pattern, must complete within set amountsetonds. Overrides
globaland websitesetting of the same namieefault: 10.

max_url_length NNN

When set, requests with URL length exceeding this limit are decli
(with 414 or silently dropped isilent_400s set)Default:no limit is
emposed

no_retry

When set, aiCache doesattempt to retry failed requesisefault:
total of 3 attempts are made to obtain a good response, unless re|
is of POST type. POST requests are not retried by default.

sig_ignore_body

When set, aiCache doesn't append cacheable POST requests bg
the matching request's signature.

sig_language

When set, aiCache adds value of HTTP request's At@muage
header to the signature of cached response. This can be used to
and serve different responses, for the same URL, based on user's
languae preference. You can also set it at website |&ashult:
AcceptLanguage header is not used in cached response's signat

sig_cookie cookie_name

When set, aiCache adds value of matching HTTP request's cooki
the signature of cached responsesTan be used to cache and ser
different responses, for the same URL, based on a cookie value.
Default: cookies are not used in cached response'’s signature.

max_Ssig_size

When request's cache signature (minus possigleookieand
sig_ug exceeds tlsi value, request is declared rmacheableDefault:
not set

post_block When specified, POST requests that match this pattern are bloc
(with 403 response or silently and instantly dropped when silent_4
is set).Default: POST requests are not bleckMake sure to enable
the pattern for POST matching viequest_type both

post_drop When specified, POST requests that match this pattern are silen

and instantly droppeDefault: POST requests are not dropped. Mak
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sure to enable the pattern fd@8T matching viaequest_type both

cache_4xx When specified, 4xx (except 400) responses are cached in
accordance with TTL of matching request patt@afault: 4xx
responses are not cached. Overrides welssitd setting of same
name.

bad_response When specified, responses to matching requests are reported as
- which fact is reported via Web, CLI and SNMP interfaces. It can
be alerted ornDefault: not set

error_stat_ignore When specified, 400+ and 500+ code responses to matchingtseq
are not added up to bad response statistics. Use to preclude knoy
requests from skewing up error statistics (such as requests for mi
favicon adding up to 404 error couriefault: not set

dump_req_resp When specified, matching request (oB82KB of) and response (up
to 128KB of) are written out to /tmp directory, under
ltmp/pattern_req.dump.PID.CONN filename where PP is aiCache
process ID and CONN is connection number. Use connection nur
to reference the request and response to entra€ache log file.
Useful it for debuggingDefault: not set

send_200 resp When specified, matching requesill be repliedto with an empty
status200 response. This is useable for patteeised alerting,
described later in this document.

ua_url_rewrite ..... When specified, you can rewrite the request's URL based on the
of the rewritten UA string. Available only in mobinabled version,
explained in detail later in this Guide.

You can configure aiCache to collect and report paterd statistics by specifyingollect_pattern_stat
at website level. The collected pattern stats can be accessed via Web and SNMP interfaces. Here's an exe
of the data collected.

Pattern: >\ .gif<, TTL: 10 sec, OST: 0

#Req: 118, #CHits: 90, #CMiss: 28 , #OS Err: 0, RPS: 0 reg/sec, Avg OSRT: - 1 msec
Pattern: > \ .jpg<, TTL: 10 sec, OST: 0

#Req: 79, #CHits: 48, #CMiss: 31, #0OS Err: 0, RPS: 0 reg/sec, Avg OSRT: -1 msec
Pattern: >\ .png<, TTL: 10 sec, OST: 0

#Req: 8, #CHlits: 5, #CMiss: 3, #0OS Err: 0, R PS: 0 reg/sec, Avg OSRT: -1 msec
Pattern: >\ .ad<, TTL: 10 sec, OST: O

#Req: 0, #CHlits: 0, #CMiss: 0, #0S Err: 0, RPS: 0 reg/sec, Avg OSRT: - 1 msec
Pattern: >\ .js<, TTL: 10 sec, OST: 0
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Listen Ports.

Within theglobal sectionarelocated one or moref ¢isten directives. These specify over what IP addresses
and ports aiCache accepts incoming connections. An arbitrary number of listen ports/IP addresses car
specified. If you specify an IP address different from ™", the specified IP address mushfigured on
aiCache server for example, as an interface's primary or an alias IP address.

When nolisten directives are provided, aiCache attempts to accept connections on any local IP addre:
port 80- the standard HTTP server port.

Here's an examelconfiguration specifying 4 listening HTTP ports, from 80 to 83:

listen http * 80
listen http * 81
listen http * 82
listen http * 83

Normally, you'd configure aiCache with one or more of websites to accelerate. aiCache matches incom
requests to a coigiured website by comparing requesti®st headerto configured website hostnames.
Alternatively, you can tell aiCache to shortcut such matching logic by specifying a website rightistethe
directive. aiCache must be able to resolve each of thustyfigpewebsites to a valid configured website. For
example:

listen http * 80 www.acme.com
listen http * 81 images.acme.com
listen http * 82 news.acme.com

Instead of using a wildcard IP address of * (asterisk), you can specify particular IP addressesnpts, e
let's say you have configured 4 different IP addresses on an aiCache server: 1.1.1.1, 1.1.1.2, 1.1.1.3, 1.1
Exact method to configure a number of different IP addresses on a Linux server is outside of scope of t
guide, but you can usdiasesor simply have a number of different network interfaces. Now you may specify
the following:

listen http 1.1.1.1 80 www.acme.com
listen http 1.1.1.2 80 images.acme.com
listen http 1.1.1.3 80 news.acme.com
listen http 1.1.1.4 80 news.acme.com

To configue aiCache for HTTPS, there's a tad more work to do. We go into details of HTTPS
configuration later in this guide, in "Configuring HTTPS" chapter. However, as fdistaa directive is
concerned, it looks much like the regular Hispendirective, buit requires a few extra settings:

- certificate file name
- host's private key file name

- list of ciphers you want to enable




aiCacheV 6.140 g el /| Get your life be
60 :

UserGuide ,
www.aiCache.com 2 eQ@laiCache, Inc .

For example, we configure aiCache for 2 HTTPS listen ports, specifying websites right liate¢he
directive:

listen https 1.1.1.1 44 3 acme.cert acme.key AES256 - SHA login.acme.com
listen https 1.1.1.2 443 checkout.cert checkout.key AES256 - SHA checkout.acme.com

Alternatively:

listen https * 443 acme.cert acme.key AES256 - SHA \

When you specify noestandard ports for either HTTP or HTTPSdising endpoints, you must have some
means of directing traffic to such ngstandard ports without inconveniencing the end u¥ers.cannot expect
them to go to your site as http://acme.com:80 or https://logic.acme.corirégiitionally, some form of lah
balancing HW or SW solution in front of aiCache, can be used for such purpose.

There are few uses for n@tandard port numbers are chances are you won't need them in your particule
setup. aiCache is capable of serving a very large number of diffeebsttas off a single HTTP listen port.

Situation is different with HTTPS, as aiCache ties a website certificate and a private key to each HTTF
listen port.So if you must serve multiple HTTPS websites via a single aiCache instance, you will require
numler of IP addresses, one per HTTPS website.

Network performance and scalability considerations.

As you might already know, TCP/IP implementation limit number of open network connection for any
given endpoint (an IP:potuple) to about 64,000 connectiorShould you ever require more than this many
simultaneously operonnections, you must enable additiotiaten end points- specifying a different IP
address or port number (usual caveat emptor applies if you want to useandard port number).

Under nomal conditions, you won't ever have nearly as many open connections, even while serving ve
high RPS numbers. Due to aiCache's multiplexed IO architecture, it won't have difficulties maintaining ve
high numbers of open connectiohassuming you havproper amount of RAM in your serveasid properly
configure the OS to support large number of open connectimexperiment with clierkeepalive settings to
have manageable number of open connections while delivering maximum benefits to your clients.

Likewise, should you find that you'felly saturating a single networking interface with HTTP or HTTPS
traffic, you might need to enable an additional network interface. Of course, you'd only find yourself in thi
situation when you have very large egreapacity to the Interngt For example, if your hosting setup has 5
Gbps of Internet BW available, having 2 aiCache servers, each with a single gigabit interface, you won't
able to fully use up (saturate) your uplink pipes and might need to admmaldhetwork interfaces to your
aiCache servers. Alternatively, you might opt to go with 10Gbps interfaces on your aiCache servers, some ft
of bonded trunking etc.
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CLI Server.

aiCacheprovides a buiin Command Line Interface (CLI3erver. By ddault, CLI connectionsare
accepted over any local interfa® address)but youcanspecify a particular IP addreds force aiCacheto
accept connections onltyer certain interfacesvhen more than one is enahldd/pically you waild specify
internal and/or trusted IP addressesfor this serviceto listen on. You can also bin@LI serviceto the
Al oopbacko | P ,sothatCLecansonlybelr@agheddrond theCachés hostserver itself.

It is prudent to make sure Admin CLI can only becheal from trusted systenishaving it open to the
whole Internet isprobablynot avery good ideaHowever, bances are your existing network setup is such that
thisrestriction isenforcedby default.

For more information on CLI please séedicated CLI sectiolater in this document.

Origin Servers.

Configuring origin Servers.

aiCacheacts asan intermediarybetween usefgisitors on the Interneaind youractual a.k.aorigin, web
serves. It istheorigin web servesthataiCacheuses to obtainesponsefrom. It is easy to see thaiCachehas
to know how to get to therigin serversfor each configured welis. In our example main configuration fige
origin servers areonfigured as follows:

origin 127. 0.0.1 8888
origin 127.0.0.1 8889
origin 127.0.0.1 8890

At least oneorigin server needs to be specified for each accelerated weS8angeorigin server can be
used in different websitésusing same IP and port number or different olassome cases, womight choose
to specify same origin server more than once even for a given website, if you want to have aiCache dr
proportionally more requests to-ibut consider usingieightedoad balancing metric instead.

When more than onerigin sener is speified for a web site andnless configured otherwisaiCacheuses
theseorigin servers in aoundrobin fashion where each healthy server gets equal share of traffithe
example above each origin server will receive one third of tra@fiber loadbalancing metrics are available,
including least connections and weighted distributiore describe those in the next section

You can see the number of requests that each origin server has regeiveither important origin server
statsvia Web, CLI or 8IMP interfaces.

If so configuredaiCachecan also montor health (status) ajrigin web serves.




aiCacheV 6.140 g el /| Get your life be
62 :

UserGuide ,
www.aiCache.com 2 eQ@laiCache, Inc .

Load Balancing Metrics: round-robin, least connections and weighted.

Round-Robin.

As you know by now, simpleound-robin is the default load balancingetric used by aiCache. When so
configured, each origin server gets share of traffaportional to number of times it is specified as OS for a
given websiteWhen each OS is only specified once, each OS gets equal share of traffic (1/3 of it, with 3 O
specified as in example above).

This is the metric we suggest you use when all of the origin seffeera given website)are of about
same capacity and configuration and can cope with traffic on equal ters@ne cases, you might choose to
specify ame origin server more than once for a given website, if you want to have aiCache drive proportiona
more requests to itbut consider usingreightedoad balancing metric instead.

Least-Connections.

Instead ofroundrobin load balancing metric,ou can configure aiCache foleast connectionsnetric,
where next request is sent to origin server that is processing the fewest number of requests, at the mome
decision making. This metric has potential to automatically load balance requests in difair, faken origin
servers are of different capacity, build and configuration. To configure a given website for least connecti
load balancing metric, specify

leastconn ‘

in the respective website's sectiowhen configured for least connections, numberootstanding
connections to each origin server are shown via Web interface and reported via SNMP.

Weighted.

And lastly, you can configure aiCache foeighted rouneobin, whenyou manually specify the weight for
each origin servefThe weight is specifieds last numeric parameter in tbggin configuration line- after
server port and server tag. Both server port (even if it is default port of 80) and server tag (even if you want
have default tag of 0) must be specified, if you want to provide wealhe- as otherwise aiCache won't know
which value is port, which is tag and which is weight.

Let'ssayyou specify3 origin servers, with weights of 10,20 and 30. It means that out of every 60 request
(10+20+30), first server will get 10 of them, sed@®0 and third 30Please note how in the example below we
have specified both the port numbers and the OS Tag of '0" for all three Origin Sebeghssierver port (even
if it is default port of 80) and server tag (even if you want to have defgutift@) must be specified, if you
want to provide weight valueas otherwise aiCache won't know which value is port, which is tag and which is
weight.
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origin 127.0.0.1 8888 0 10
origin 127.0.0.1 8889 0 20
origin 127.0.0.1 8890 0 30

aiCache doesn't &rce any limit on the value of weight, but we suggest to keep it reasonable. aiCach
does its best to smooth out the flow of requests to weighted origin servers, lpptioiachas its limits when
significantly different weights are assigned to arigervers.

To reiterate, to setupveightedload balancing, all you need to do isdpecify weights for each origin
server, there's no separate directive you need to provide outside of providing weights.

aiCache complains loudly and exits when a websitoigigured for both least connection and weighted
load balancing, as it is a fairly nonsensical configuration.

Please note that aiCactlees not suppof®S tags when configured for least connections or weighted load
balancing metrics. TemployOS taggingyou must use default, rowndbin load balancing metric.

Monitoring Health of origin Servers.

When configured saaiCacheperiodically triesto retrieve ahealthcheck URL from eachorigin server.
Upon success the content of tlesponsdody, if any,is optionallymatched againgtealthcheck matclstring
(simplepartial stringmatchis performednot regexghased one Only if bothsteps retrieval of theresponsein
set amount of timand contentmatch, are successful, is thegin server declaretlealthy to serve content.

If either action fails, therigin server is declared unfib serve content and not used byaiCacheuntil it
passes #ollowing health checkOrigin serverfailing a health checlandpassingit after a failure are logged in
error log file, complete with time stamp andgins er ver 6 s | P Youoahn ghso configureiCanhee r .
to alert via email whenever an origin server failsealth checksee "Alerting" section for more information.

Each webite can be configudewith its own health chechJRL and match string by placing health
checkdirective under the respective hostname directive. For example:

website
hostname www.acmenews.com
healthcheck | servertest.aspx good 5 10

In this exampleaiCacheis configured to retrieve/servertest.aspxURL from eachorigin server defined
for www.acmenewsom, every5 seconds. The returned contéhtma t ¢ h e d g@od @Origm sdrversi are
alloweda fairly generoud.0 seconds to respond to the queBjouldan origin sewer fail to returnmatching
content in the allowed amount of timejstdeclareddown - which fact is logged in therror log file. 5 seconds
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later, the same sequence of stispattemptedagain. Should failedorigin server pass the check this timeisit
declared healthywhich fact is logged in therror log file) and put back into originesver "rotation” and is
allowed to serveontentagain.

The URL you specify for health check and the match string are important. Ideally, you'd choose a URL tt
executes some logic thagststhat all of the components in the chain: thrggin web serverthe gplication
serve(s), if any,and thebackend atabases and similar), if argre operational and healthy. The UBduld be
an actual production, publidRL that is normally accessed by visitors or custom coded ladgclicated to
health checking onlyFor examplesuch health check logic couttbnnectto a DB serverexecutea query and
produce output containing "good” when all loé tsteps complete succesgbf.

The whole responséodyis matched to see if it contairtse specified stringnywhere within it If you
don't want to match the response body to any string, specify the match string as "HTTP" or "NULL" an
aiCache won't perform any matchinghis is a poor choice howeveandit is much better to have a more
meaningfultesting andmatchingas described above.

Whenexecutinga health check requestiCachegeneratea HTTP/1.1 requestcomplete withHostheader
set to website's hostname. It medmat origin servey must be ableonfiguredto resolve that hosthame to a
valid configured website.

aiCache reports the number of health checks that each origin server has passed and failed, via &
interfaces: Web, CLI and SNMMReview this statisti@as it might reveal misconfigured and/or underperforming
servers these willnormallyexhibit higher failed health check counts.

By default, health checking is disabled, but steongly recommend enabling this featulidis way,
aiCache detects origin s@nfailures and attempts to shield client requests from adverse effects caused by faile
servers.

For example, lets imagine an origin server that is not responding and is timing out on requests. Wh
aiCache knows about it, it can do one of the following:

1 send client requests to surviving origin servers
1 send request to origin server of last resort
1 serve stale cached content
On the other hand, if aiCache has OS health checks disabled and cannot detect OS failure, it may s
client requests to a dead senard then have to enforce timeout on the response time and only after sucl

timeout, take the corrective action.the ensuing seconds of waiting for response, the client just might abandor
the request and go to a different website.

Monitoring Health of aiCache Servers.

If you need to monitoaiCacheservers themselvefor purposes of alerting or you need to configure health
checks to "ping'aiCacheservers from load balancers and such, you must make sure the health check reque
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thataiCachereceives fom these probing agentsueea valid Host HTTP header, matching one of the websites
thataiCachds configured to accelerate.

WhenaiCachedoesn't receive a valid Host HTTP header, a 409 "Website not recognized" error response
sent back. aiCachewon't accept requests without Host hegdemor response will indicate "Invalid HTTP
request"”.

In generalaiCachemight be configured to accelerate a number of websites: say a.com, b.com and c.cor
At any given point in timeaiCachemight be unable to sername of these sites, due to failure of all origin
servers, while continuing to serve other sites just fine. This is why it is important to make sure any exterr
health checks againatCachecarry a proper Host headeto discern what sites are still akadle and what are
not

In addition to such HTTP probing of aiCache servers, we also advise to use additional monitoring methc
to periodically probe the usual set of @Sel tests: CPU utilization, disk space, swapping etc.

aiCache exposes an extremabgh set of statistics via SNMP and we most strongly advise to collect some
of the aiCache SNMP counters as well. aiCache SNMP integration is described later in this Guide.

Cacheable v.s non-cacheable content and why very large TTLs are not always
a good thing.

As far asaiCacheis concerned, antent canbe divided irto 2 broad categories:cacheableand non-
cacheablé. It also helps to think afacheablecontentas one that can teharedandnon-cacheablecontent as
one thashould never be sharext offers no merits when cachéd

Certain content on your web site miglthangefrequently, as often as onewery 5 second or once
minute. Other content does not change that frequently. Some changes once every hour, some change
every day and so forth

We must configur@iCachet 0 obey our fAdocument freshnesso r |
i mproving overal/l performance including perfor ma
infrastructure and, ultimately, allowirfgr reduction of footprint and significant monetary savings .

In ourwww.acmenewscomexamplemost content on the site is cacheable and we can reasonably expect t
have cache hit ratios as high as 95%epending on the traffic pattern

For example, iLOORPScome in for the home page and we cache it for 20 seconds, we will serve 20*100
1 = 1999 requests out of cache and only 1 from ari§sa resulwwe have reduced the traffic to the origin

®We also call it @TTL content (zereTTL).

"With some clever tricks you can configure fuser caching, but doing so will have rather limited benefits.
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server by ... drum roll ... nearly 2000 times, for fhésticular URL ! The resultingcache hit ratiois, for all
practical purposescool 100% to 20th decimal pointOf course, if we only get 1&PSfor that URL, then
reduction will ‘only' be a factor of 206till the samel00%.

Clearly, if most contenon the site can be cachedsimilar fashion we can reduce the load on origin
infrastructure close to zeroRPS3 As aiCache allows downstream caching for the same amount of time as the
TTL value, it helps to extend caching of Content Style Sheets (&85)JavaScript (JS) file to may fewv
hours so as users visit your site, their browsers don't have to refresh auxiliary content every time they go ti
different page.

Yet as we go about configuring the caching rules, it is important not to be canadAs you can see,
caching frequently requested URfor only 20 seconds already deliverost of thebenefits- instantaneous
response to users and almost complete elimination of load on your web, DB and App servers.

But if you allow caching for say day, you loseability to have the content refresh itself within reasonable
amount of timeSo if and wheryou need to modifyjsome cachedontent on the origin servers, it will take up to
24 hrs for it to get refreshed bisitor brovsers, even if you exg it on aiCache server€learly situation to be
avoided if you do make frequent changes to your auxiliary content! While you can always force expiration
content inaiCachevia CLI, there's no such easy yvi do so at visitor browserstopping shorof publishing
a giant Hit CTRL-F5NOW!!!" banneron your home pagelearlynot a very good idea.

Another reasomot to jack up TTls for cacheable content is less obvious, but equally important. Imagine
that due a mistake or malfunction somewhere witlrigin server infrastructure, a brokeniavalid content is
delivered to, and cached bhyCacheand visitor browsers. Again, if TTL is set too high, it will take a long time
for thaterroneous documetd be purged and refreshed.

So the moral of thetory is: don't go overboard with TTLs, set themthat you retaimbility to make
changes to your contenfthe TTLs configured in 30m range will allow a typical visitor to enjoy the benefits of
his/her browser caching content locally for the duratiothefr visit to your site, while still preserving your
ability to modify such content within reasonable amount of time.

One can argue that images are a different story and will be partially right. Images that never ever char
can in fact be cached for axtended period of time (1 week+). Examples includecttramon1x1.gif and
things of that nature.Yet photographsare different and the same caveats apply: if you need to have ability to
recall/change/expire an image within reasonable amount of timsetdaasonable TTLOf course there're
ways to make unwelcome images to disappear from your site's content by simply editing them out of HTM
but we hope you still get our point.

And as a side adviceabout the only way to guarantee whatever changesnaike to JS and CSS do take
immediate effect is toersionthem. In other world, you'd need to make sure the SRC location changes witt
every release. You can add a YYMMDD suffix to the names of your JS and CSS files or resort to a differe
form of versiomd and consistent naming convention.
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It just keeps getting better: aiCache benefits with non-cacheable content.

The non-cacheable requestsare always forwarded verbatim to tbegin servers and obtained responses
are fed back to the requesting clientsrbatini, without being cachedr sharedEven in this situation, with no
benefits of caching possible, useasCacheoffers avery importantadvantageit offloads the ask of dealing
with the clientnetwork connecticaway from thenveb serves, where each of client connections requires a
dedicated process that lives the duration of connectiomg aiCachei which uses extremely efficient, zero
overhead processing of requésisponses Do not underestimate this benéfit can be very significah

To illustrate, let's imagine a client consuming larger respoineas a web siteover a slower/congested
connection WithoutaiCacheront-ending such requestesponsesnost existingveb serves have to dedicate a
whole separate process/thread to sapdnd/or receiving of this data to such slower client, even when the
actual generation or peptocessing of theesponse is very fasSuch dedicated process will need to be
maintained for the duration of such connection, which could be 10 and monelsec

Imaginemore than a hundred respongi&e that being fed to the clientat the same time and you can
probably see how most web farms would have a problem in such a sitvdtanif you havea few tens of
thousand®f connected usersthe situatioo only ges worse ! And chances are that ttade that generatelset
responses also maintains gopkcation server and a DB connection for the duration of the response, only
further compounding the problem and propaga¢iwgn mordoad to yourapplication anddatabase Servers.

Now, with aiCachefront-ending the traffic, the situation is very different.is theaiCachethat obtails a
complete request from a client, malsaire itis a valid request and only then, virtually instantaneously sfeeed
to anorigin server.

Similarly, when ororigin server is ready with a responsgCacheconsums it virtually instantaneously,
not tying up theorigin server for much longer time like r@gularclient would. After obtaining a complete
response fronorigin sewer, aiCachethen feed the responséo the requestinglients, using its extremely
efficient, zereoverheachetwork logic

In addition to this offloading benefigiCache also offers industry’'s most comprehensive set of DOS
protection countermeasuresesededicate®OS chapter elsewhere in this manual.

The list doesn't stop theredditional benefits thaaiCacheoffers for noncacheable requesiaclude
optional onthe-fly compression and expanded reportingantl alerting on,wide rangeof additionalstatistics,
all in real time including number of connections, request/seesponse processing tinmesc.

To summarize: even if your web site serves significant amount etacheableontent aiCache still has
so much to offet

8 aiCache might perform some request/response header modifications if so configured.
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aiCache processing of cacheable content.

Of courseyou obtain the most benefits when allowai@achecachecacheablecontent(try saying that 3
times in a row fast!)Lets discuss the most important phases that aiCache goes through when processing s
cacheable reques

First-Fill.

The cacheable conterg obtained from one of theonfiguredorigin servers the first time eesponséas
requested by visitor and it is preserved iniCaché sn-memoryc ache f or the so call
period of time. Duringhis period of time theesponsas considered to be fresh and, upon future requests, is
served directly from thaiCaché RAM-basedcache without having to retrieve it again from dnggin servers.

And when the response comes directly fraif@aché respnse cacheit completely eliminates all and any
load that yourweb sitecomponentssuch as web, application and database serwersld be subjected to
otherwise.

Since aiCache's response cache is RAM based, serving of cached response generate3, rautliglelof
access log (and even that can be suppressed or decimated).

Refresh.

Whena previously cacheresponse becomasaleandaiCachereceives a request for & fresh copy of the
content isobtainedfrom theorigin web serves and again, is sted in theaiCaché s c kis then used to
satsfy user requests for another TTL intervalThis cycle repeats for as long as ta&acheserver is
operational.

Handling of non-200 origin server responses to cacheable requests.

Most HTTP responses hat200 OK" response cod&/hen a nor200 response is obtained in respe to
a cacheable request, aiCadam be configured to retry the request and/or serve stale cached content. If all ¢
the retry attempts fail and no stale content is available, aiChemedoesone the following depending on
response status:

1 302, 301 redirectgesponse is sent to all requesting cliergsponse is cached in accordance with TTL
setting

1 401,404,407 response is sent to alquestinglients, but is not cached
1 any oher responses 300, > 400: response is overwritten with short version, untegs err_resp

setting is set in which case no overwriting takes place, and is sent to all pending Sliehtsesponse
is not cached.
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Basically, aiCache does its best to nathe bad responses and to minimize the overhead of semding
responses to clients.

You can configure aiCache to only accept 200 response code for cacheable requests by set
retry_non200. When nor200 response code is received, aiCache will eeecomplete retrjallback
sequence

pat /news.html exact 10
retry_non200

About 401, 407 responses .

We most strongly recommend tconfigure your site,aiCacheand origin ervers to not require
authentcation for cacheable requests (ones thatch a pttern with norzero TTL). In other words, do not
make content that requires authentication, cachedleerever a request comes in that has Authorization
HTTP header set, it is assigned TTL of 0 and always forwarded to origin server, even if it maatiesadle
pattern and there's a valid, fresh, cached response available. Any response obtained to a request with TT
zero, as you know by now, is never cadsbkdred

When a cacheable request comes in, requiring first fill and/or refresh, and onginreplies back with a
401-status or 40-5&tatus response that has W\WAMthenticate HTTP header in it, td@®1response iseturned
to the requesting client(s).

When received by clients, presence of WWAMhenticate HTTP header results in browsers pramgpti
the users for username and password and when they are obtained, a request is sent again, this time cat
Authorization header. Presence of that header in request makes that request and its resjpacbeatde
just as you would expeeiCacheto process noiftacheable requests and responses

If you want to enable caching of responses that require Authenticabancan uséttpheader website
configuration setting to add a pceoked Authorization header to all cacheable requests when a first fil
refresh is requiredthusly”fooling" origin server into thinking that clients are fethenticated, for example:

httpheader Authorization Basic ZWRtbW12Zm5Ymmzy ‘

As a result the origin servers will not respond back with 401/407 responses aadtsggsponses can
now be cached. Such setup only works with Basic authentication and doesn't work with Digest authentication

You can capture appropriate value to use for Authorizdtitpheader by using an HTTP header capturing
tool, such as HTTPHeadgrFirebug, Fiddler etc.
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Best practices to maximize benefits of caching.
Her ebre some s ugthebaenefiisadcashing o maxi mi z e

1 Allow for prolonged caching of javascript(.js), content style sheetg.css) images(.png, .jpg, .gif
etc) and other awliary content, that is not changed frequently. Few daysuxiliary images andew
hoursfor CSSandJSfiles are a good estimate here. RemembaCacheserves cacheable content in a
way that allows it to beroperlyc ached by vi s dthiswilblead tb evenuwnsre besefits, a 1
eliminating the eed for onditional requestglf-Modified-Since and HMatch) and 304 responses
altogether.

1 Sometimesgcaching even for few seconds masidremendous differencenagine a URL that receives
100 reaiests a second. WithoatCacheeach and every one of these will head straight tootiggn
servers ananost likely past thatas well 7 right to app servers and DB servers. If you enable caching
for just 5 seconds, thasrigin server will only see 1 regpst everyb second.That is 5068time reduction
of traffic to yourorigin serversand the rest of your infrastructui@ould be a difference between a site
thatcannotstay up even witlllozens obrigin serves (and matching number of App and/or DB seryers
and a site whose footprint can now be reduced to sag-{aistrigin servers Meaningful results can be
obtained even with-2 second TTLs for the busier URLSs.

1 Normally it will be responses tGET requestshat we configure for cachinddowever,someof sites
use POST requests for their search iand such.aiCacheallows for caching of POST requsst
although you must be careful with these, to prevent personal data from becoming shared by mistak
we have rore to say about it later in this document

1 Consider employing some form of versioning for auxiliary content if you want to have full control of
your web pages. For example, if a web page references a Javascript filsogtieg and you need to
modify that file, you might not be able to guarantee that all of your site visitors will see the new file
content right away as an older, cached versigaript.js might still out there in corporate and ISP
HTTP proxies and in local browser caches. A verypdinfix to change the SRC attribute of the
Javascript file toscriptV2.js and rename the file itself to match this name. Now the change is
instantaneous and assured right after you publish the HTML page that references this JS file.

It is important to metion that with aiCache, you do not have to modify anything on your origin web
servers, App or DB server nor do you have to ask your Dev team to write any code to handle freshness cor
- that crowd always has plenty of projects to work on aslis allowsyouto control freshness of the content
with great ease and minimum overhead, all configuredheifly, with no user impact, at a single source.

Preventing caching of responses.

When aiCachefinds no matcing pattern forthe request'dJRL, it declaresthe request/response non
cacheableln other wordsaiiCachecan only cache the requests that match caching pattéimaonzero TTLS
non-matching requests are never cached.
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Another way to prevent Web documents from being cached is to expligityna§TL of O to certain
patterns. Typically examples of such URLs would incldgeamic, frequently accessed personalized cotent
URLSs that might "clash” with cacheable URLs

For example, let'sonsidera URL:
www.acmenews.com/viewmyprofile.jsp?userid=1234

This URL displays customer profiles, which are unique and private to each user. We definitely want tc
avoid thisresponsdrom being cached for a number reasons. First oftallpes not make sense to cache this
responsesince it cannot be shared amongst different users and we would not realize any performance gain fr
doing this. Secondly users would not be hamuysay the leastif we wereto share their private inforaion
with other users of our wehtes. Therefore if we do not include a pattern that matches this URL in the
configuration file, then this documeistnever cachedhared Another way to accomplish that would be to put a
matching pattern into the configuiat file. For example:

| pattern  viewmyprofile.jsp simple 0 |

You must always be careful not to allow caching of private user informaths you finetune the
configuration files and make changes to TTLsbareable documents, no harm can be done to yoarsifrom
the privacy point of view. However if you do not pay attention and somehow allow for sharing of private use
data you might be in trouble with your users. See troubleshooting section for more information on how this c
happerand how to avoid fnm happening in the first place

aiCache has much more to offer in the way of caching controls, we will discuss it later in this Guide.

URL rewriting and rewrite-redirection.

Occasionally you might have a nefd URL rewriting. For example if you rarrange location of your
site'simages fromimagesto /media/imagesyou might want to catch ar\gtray" requests for anything under
/imagesand change that tonedia/images So if you detect a request coming in fimnages/1x1.gif you want
to change thato /media/images/1x1.gif This kind of orthe-fly rewriting might come handy when you have
references to the relocated content scattered througiooutsite, including static and dynamically generated
content and want to make sure you don't break attyesk pages .

A different examplesay youdecide tomove all of the auxiliary content fronvwww.acmenews.conto
media.acmenews.com So now, when a request comesme@w.acmenews.com requesting anything under
[css, [js , imagesyou want such requeste bedirected tanedia.acmenews.comwhile keeping (or changing)
the original link. For example a request famww.acmenews.comfimage/1x1.gif might be redirected to
media.acmenews.comedia/images/1x1.gif .
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Another example dealing with dynamic content. AJRL of code that renders forum pages might be
changed fromdisplayforum.php?forum=123 to showtopic.jsp?fid=123. Yet you want to make sure any
bookmarks that your visitors might have made beforetiamge continue to work after the switch.

These are thsituations where you might need to W$RL rewriteand URL rewriteredirect features of
aiCache To configure, specifyewrite setting under matching pattern section. The rewrite directive takes 2
parameters: thi'om pattern and thereplacement string

To accommodate for 1st example:

pattern /images simple 30m
rewrite /images /media/images

In case of such URL rewrite, the new rewritten URL inherits the TTL setting of the matching pattern.

To forcerewrite andredirection as opposed teewrite only, the replacement string must start wititp://
or https://. To accommodate for second example:

pattern /image simple 30m
rewrite /image http://media.acmenews.com/media/images

In case of redirect, the TTL $iely ceases to have any meaning, yet still roesprovided to conform to the
pattern definition syntax.

Moving to more compleXJRL rewriting examples- use of patterngrouping in from_patterns and
backreferences replacemenpatterns. You can group matching symbols inftben_pattern by enclosing a
part of the maithing pattern irparenthesisYou can then refer to these groups by using a special notation:

\N (backslasimumber)

in thereplacemenpattern.\O stands for the whole matched strikigfor the first defined group and so on.
To accommodatéor the third example:

pattern displayforum.php simple

® Clearly you should not rely on sucewriting to deliver most of your content, but use it instead a temporary patch facilitating
seamless transition, temporary support of legacy code/users etc. Overuse of rewrites is known to cause mudslides, aadtifuakes
hour long outages.
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rewrite displayforum.php \ ?forum=( \ d+) showtopic.jsp?fid= \1 |

As with all regexp patternspecial characters must be escaped irfiréme_pattern- this is why we have a
backslash in front of questionark in from_pattern We capture theforum numeric parameter bysing the
(\d+) groupingpatternand then refer to that capturgcbupin the replacement pattern by usimbackreference
\1. You can have more than one group defined irfribra_ patternandreferenced in theeplacemenpattern.

Normally, rewrites would happen for both HTTPS and HTTP requests. However, you can limit the rewrit
to particular type of requests, HTTP or HTTP, by usawrite_http_only andrewrite_https_only flags:

hostname sto re.acme.com

pattern secure.jsp exact 0
rewrite secure.jsp https://store.acme.com/secure.jsp
rewrite_http_only

The example above effectively rewrtedirects to secure, HTTHSotected URL. Unless
rewrite_http_only setting is specified, the rewritgghticause infinite rewriteedirect loop.

The replacement patterns are very flexible and can accomplish much. But yet again, do not overuse
rewrites to where yausite becomesin example irobfuscationtechniquesuse it only when necessaigvery
now and thendo summon all the stngth you caranddrop older rewrite rules so you don't accumulate too
many of them. We've seen sites with hundreds of rewrite rules that went-BagkaBs ! None of these were in
use anymore yet still they littered the @grfiles. Think twice before using rewrites to catch andrecr for
user FFS (fat fingesyndrome) .

To help with finetuning, testing and troubleshooting of rewrite patterns, you can enable rewrite logging b
specifying log_rewrite setting (place itn global or websitesections). The original and rewritten URLs will be
logged in theerror log file as rewrites take place. After arriving at working rewrite patterns, we recontmend
turn the rewrite logging off.

You can also uspattestbinary that coras inaiCachedistribution to test pattern match and rewrites

Rewrite-redirect (scalpel) featureis different fromplain redirect(sledge hammergature. For any given
match pattern, the latter always redirects to the same location, no matter whiatteeasriginal URL, while
former allows for much more intelligent handling.

After rewriting request's URL, aiCache doesn't attempt4oateh the new, rewritten URL to the list of
defined patterns. Specifically, if you want to assign certain TTL valua pattern, assign it to the-be-
rewritten pattern.

Please nathat when you enable Udriven URL rewriting and redirection (see belaw)useua_pattern
settings, explained later in this documehe UA-driven URL rewriting and redirection happenst - as in it
takes precedence over "plain” URL rewriting
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UA-driven URL rewriting and rewrite-redirection.
This feature is only available in mobiémabled version of aiCache.

Occasionally you might have a need foserAgentspecificURL rewriting. Fo example when request is
coming from iPhone, fonews.htm] you might want to redirect such requestiplonenews.html while
requests coming for the same URL from Blackberries, you want to seésetrimews.htmland so on.This is
where you can use UdAriven URL rewrites. These work and are configured in two steps.

First, you need to configure UA rewrites. We're trying to "compress" hundreds of different mobile use
agent string into a more manageable and much smaller set (see elsewhere in this Guate fibetailed
explanation of this feature). For example:

ua_sig_rewr .*BlackBerry8.* berry
ua_sig_rewr .*iPhone.* iphone
ua_sig_rewr .*Android.* android

When ua_sig_rewr are specified, the rewritten UA string becomes part of resposggiature- for
cacheable responses. You can see that by using inventory CLI commands.

Next, in the matching pattesection you can specify a wildcard match string, that is to be matched against
the rewritten UA string (in our case, these will berry, iphone or android and URL rewrite string. For
example:

pattern /news.html simple 30

ua_url_rewrite iphone /news.html /iphonenews.html
ua_url_rewrite berry /news.html /berrynews.html
ua_url_rewrite android /news.html /androidnews.html

You can also @nfigure a rewrite to an absolute URL by configuring the rewrite string so that the rewritten
URL starts withhttp: or https: . In this case, matching requests willredirectedto the specified location.

Please note that both URL match and URL rewsttengs are regexp strings, so you have full power of
regular expressions to accomplish complex rewrites, but the UA maitch string is a simple wildcard search str
and NOT a regexp strin@f course the UAdriven URL rewrites can only happen when UAgent is provided
in the request header.

As usual, you can use providpdttesttool to test your match and rewrite patterns. To see before and after
URLSs, specifylog_rewrite setting in global or website section of the configuration file. Please note that
cacheable response signature is formed from the original request URL, but it is the modified URL that ge
logged in the access log file.

Please nathat when you enable Udriven URL rewriting and redirection (see belaw)useua_pattern
settings, explaied later in this documenthe UAdriven URL rewriting and redirection happdist - as in it
takes precedence over "plain” URL rewriting
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Rewriting request's Host header.

Occasionally you might have a need to rewrite request's Host HTTP Hesfdezrequest is sent to an
origin serverYou can accomplish it viaub_hostnamewebsite or pattertevel settingIf both are set, pattern
level setting takes precedence.

Let's imagire thatyour site relies on another sitgpi.somewherecom for some kind offunctionality. At
the same time you want to drive client traffic to a different site/domgnacmenews.comwhile applying all
of the aiCache benefits tbe request/response traff@aching, real time reporting and alerting.

There are a number of es you might find for this functionality mostly in case of emergency, for
temporary workarounds, obtaining aiCache benefits with traffic to provider APIs and things of that natur
Please do not abuse this feature for any illicit purposes.

Please note #t this is different from CNAME DNS records that sometimes are used for somewhat similar
but different function. With Host rewrite, thepi.somewhere.com will receive requests with Host header
specified asapi.somewhere.comwhereas with CNAMA aliasinghe destination web site receives trginal
Host header. You might be able to request your API provider to setup their servers/application to responc
api.acmenews.com but it might be a time consuming endeavor or something that is not supported.

In general, when a request's specifies a valid hostname, that is matched to a website, through di
hostname match, matching of one defimedameor matches one of definedildcard, it is the request's Host
header that is forwarded to origin server, unfds hostnamesetting is set.

Please note thdbr noncacheable reques@iCache forwarslall and any Se€Cookie headers from origin
servers back to the requesting clients. HoweWeorigin servers respond with domainspecific SetCookie
header(s), thse will be ignored by the requesting browsers due to domain name mismatch. In other worc
clients might think they are accessiag.acmenews.comwhile SetCookie response header instructs to create
a cookie forapi.somewhere.com Such SetCookie respmse headersvould be ignored by browserand
cookies won't get sediCache doesn't rewrite S€bokie domains for doing so could create a black hole with
most disastrous consequences.

Host-header-driven URL rewriting .

Occasionally you might have a netxrewrite incoming request's URL based on the value of request's
header. This feature can be used, for example, to accommodate for vanity URLs that are used frequentl
shortenonger URLSs or to accommodate for special promotions.

For example, let's iaging Acme.com running promotions for spring product catalog and Nikey running
shoes. So ads go out, advertizing spring.acme.com and nikey.acme.com.
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Yet in reality, when users go to these sites, we want to redirect:
spring.acme.com> store.acme.com/albg.aspx?collectionid=23423&promoid=232

nikey.acme.corm-> sportinggoodscme.com/catalog.aspx?collectionid=57465&promoid=434

aiCache allows to set such vanity sites with ease. Start by creating an aiCache website and specify

spring.acme.com and rek.acme.com asnamesand specify, viahost_url_rewrite patternlevel settings the
desired redirection:

website

hostname store.acme.com
cname spring.acme.com
cname nikey.acme.com

pattern / simple O # To match all of the URLS

# Below is a single lin e!
host_url_rewrite spring .+
http://store.acme.com/catalog.aspx?collectionid=23423&promoid=232

# Below is a single line !
host_url_rewrite nikey .+
http://sportinggoods.acme.com/catalog.aspx?collectionid=57465&promoid=434

As you can see, thHeost_url_rewrite is apatternlevel setting thattakes 3 required parameters:
- a simple (non regexp) match strintp be used to match against request's host header.
- a regular expression that is to be matched against the original URL string.

- another regexpa substitution string that will replace the request's URL string.

In order forredirectionto happen, you must start the rewritten URLSs Witlp:// or https:// . As usual, as
regular expressions are used in match and substitution strings, you caretyagkalborate matching, including
regexp grouping and back references.
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Configuring Client-to-Origin Server Persistence.

Some sitesnight have a need to "pin” clients to specific origin servers. For example, a client A might neec
to be pinned to originesver 1, client B to origin server 2, while client C might be served by any available
origin server.

The reasons for suatequirementmay vary but a common theme to them is a notion of "session" and
"session state". Let's imagine arCBmmerce site wher visitor is in process of populating a shopping basket
with assorted items. If such a site is served via a number of origin servers, then there must be a provision the
of the origin servers that such client might access darstgppping visit, knowof all the items that are placed
into the shopping basket. Otherwise, as different origin servers are accessed, items with deppeaand
reappear at random, a most frustrating situation for a shopper, as you can imagine.

Let's agree on some techesk. W& state that such shopper createsssion statas sooras (s)he logs in
and/orwhenfirst item is placed into the basket. Téession statencludes basket items. And as long as shopper
in our example is free to move between different originessr thesession state must be somehow replicated
between all of thenso it is available on any of themdow, doing it reliablyand quickly is no easy taskwith
significant implications both on site's infrastructusite's cod@ndbottom line *°

Fortunately, there's a much easier way to address this dilemvaasimply make sure that after a certain
activity takes place, the userpgnedto an origin server. Another common name used for this technique is
origin server persistencer sticky conneatins When used, a given visitor always connects to a single origin
server. Other visitors connect to other origin servers, so in the end the loadegestijidistributed across all
of the origin servers.

To configure such visitor pinning (origin servegersistence¥imply specify os_persistsetting inwebsite
section(s) of the configuration file.

If the pinnedfequested origin servéater becomes w@vailable- for example it is disabled after failing a
health checkor the request fails when segiahd optionallyretried to the requested origin serverpew origin
server is selectedlia the regular,simple rounerobin selection process and client is notified of the new
selection

In case of such origin server failure the existing session statstisrequiring relogin, repopulation of
shopping basket etc. But origin server failure is an infrequent event and such loss of session state is a s
price to pay for the resulting simplification of the overall setup and not having to replicatsnssase across
origin servers.

Please note that you might see some fairly interesting scenario when you add an origin server and
persistence is enabled. What you're likely to see is that even when one or more of origin servers are added

10 Sometime the session state is shared through a database or some other form of centralized persistence mechanism. But
of the time developers would simply use Session API that is available with most common frameworks, Java, Phiffestcthe
session is tiethb a cookie (JSESSIONID etc) and the session st&episinmemory and isocal to a given server.
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farm thathas OS persistence enabled, these new servers don't appear to be getting much dfetraffe a
change takes effect (aiCache is restarfEdeg. situation will correct itself over time.

Origin Server tagging - selecting origin servers based on request's URL.

You might have a need to be able to select origin servers based on requesfoiHBmple, you might
need to make sure that requestsitaininglogin.jsp are only sent to origin servers 1.1.1.1, 2.2.2.2, 3.3.3.3,
while requestgontainingsearchjsp need to go to origin servers 4.4.4.4 and 5.5.5.5.

Possible reasons for us of this technique include server partitionindgréakdy mintedsharding - where
different user accounts resida and are served bylifferent origin serverand/or databasserversOr you may
need toconfigure all POST requests to go to "write" servers, while read requests are directed against "rec
servers.Another example: gu can send all users with premium accounts tmafarm of servers, while
relegating less fortune visitors to lesser servers and so on.

Different example might include a situation when you're adding new functionality to your site, to be serve
by a new server farm (and may be, completely different framework) and you want to make sure thatarequests
seamlessly and propentgutedout across your existing and new servers.

To get such requestrivenorigin-serverselection to workaiCacheallows to specifyorigin server tagas
an optional pattern attributeYou can alsotag your origin servers Wi origin servertags Now, when request
matches a pattern and that patterns specifies an origin servai@aghemake sure request are only sent to
origin servers that have matching tags.

You configure pattern's origin server tag wa tagdirectivein pattern section of the configuration file.
Each pattern can hawe singleorigin server tag defined. For example, we define a simple, O TTL pattern
containing .AAA and request that matching patterns are sent to origin servers that are tagged with 5:

pattern .AAA simple 0
0s_tag 5

You configure origin server's os tag by adding the tag number as last parameter, following origin server's
address and port number. For example, here we define 3 different origin servers, all tagged with 5:

origin 1.1.1.1 805
origin 1.1.1.2 805
origin 1.1.1.3 805

Please note that in order to tag origin servers, you must provide origin server port number, even if it is t
defaultHTTP port number of 80. If you don't, then the tag nundmrbe mistaken for pomumber ad your
setup will failto work. Tag value must be under 254.

The patterns can specify any TTL, including O . In other words the responses don't have to be cachea
Again, you have full power of patterns, baiimple andegexp at your disposal so yawnly limited by your
imagination.
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Please note that os_tag of 100 has a special meaiiisgused to mark an OS server or servers as servers
of "lastresort" . See next section for more information on this feature.

Origin Server of last-resort.

Somesite resort to having &lisastefrecovery'readonly version of their sites maintaingtbr example,
somesitesuse periodiccontrolled,web-crawling of main sites) so that in case of a catastrophic failure with
their main hosting infrastructure, ugeaffic could be served off such content replica.

To configure such origins of last resort, simply create one or more of origin servers with os_tag of 10
When aiCache fails to fill cacheable request from regular origin servers and no stale versaredfocamtent
is available on aiCache servers, it will attempt a fill again an origin server -oétast.

Please note that when website health checks are configured, aiCache will perform regular health che
against such origin servers of lassort, ® they must be able to properly respond to the health checks,
otherwise aicache will fail these origin servers just as it would any regular origin server failinghahecit

Detecting a failed LR OS in timely fashion is beneficad it allows aiCachi deal with this condition in
proper fashion, as opposed to trying to direct requests at a bad server.

Origin servers defined with os_tag of 100 are only used as OS of last resort and are not used to deliver
traffic under normal operating conditions.







